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[lakeT wireless (cTap)

‘ \J
** MoaapbxKa Ha 6e3XNYHU UHTepdencu u
PYHKLLMOHANHOCT

‘:‘Cnmpa Aa cbllecTByBa oT RouterOS 6.36
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[lakeT wireless-fp

N/
%* Ot RouterOS 6.11, BKAtOYEH B KOMOMHMpPAHUSA NaKeT
oT RouterOS 6.14

‘ J J
**NopobpeHun gpansepn 3a 6e3KMYHN MHTEepDENCH, NO-
A06pa nponsBoANTENHOCT

‘:’I'Io;l,,u,pwkl(a Ha "fast path" 3a 6e3xnyHm MHTEepdencu
** CAPSMAN Bepcus 1
o [Mopppbxka Ha 802.11ac oT RouterOS 6.16

’:‘Cnmpa Aa cblecTtByBa oT RouterOS 6.36
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[TakeT wireless-cm?2

<
%* O1 RouterOS 6.22, Bk/ItOYEH B KOMOMHMPAHUSA
nakeT oT RouterOS 6.30

‘:‘I'Iop,o6peHM ApanBepu 3a 6e3XMYHN NHTepdencu
** CAPSMAN Bepcus 2
X MNoaapbXka Ha wps oT RouterOS 6.25

‘:‘Cnmpa Aa cbuiecTByBa oT RouterOS 6.37
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[lakeT wireless-rep

%2* OT RouterOS 6.35
*$* Hosu ApanBepu 3a 6e3XXKNYHK MHTeppencu

D
+* [loaapbXKa Ha BUPTYaaHU 6e3XnYHM

MHTEpPPENCH BKAOUMTENHO U B pexxmm station
. .
+" wizard 3a cb3gaBaHe Ha wireless repeater

oS
¢ [logapbXKa Ha KJIMEHT 3a WPS
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[lakeT wireless-rep

o
+* lHCcTpyMeHTa scan nogabpxka rounds m
3anncBaHe Ha pe3y/TaTa BbB pan

N/
*s* IHcTpymMeHTa scan noaabpyka GOHOB PexXnm
(802.11 protocol)

‘:‘I'Iop,p,pbx(l(a Ha roaming B pexum station (802.11
protocol)

G .
** MoaapbykKka Ha YKa3BaHe Ha CTbNKa B scan-list
(Hanp. scan-list=5500-5600:20)
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[TakeT wireless

7

%* OT RouterOS 6.37 uie Ma caMo eIMH NaKeT,
KOWTO LLle ce Ka3Ba wireless, Ton e 6bae
HacnegHMKa Ha wireless-rep

NG S v
** MoaobpeHn aparBepun 3a 6e3MYHN NHTepPencH

‘ -~ 11 i1
*s* NMpemaxBa ce HacTpoukaTa "DFS mode", we ce
paboTu camo B pexum dfs=radar-detect
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BupTyanHu 6e3xunyHm nHteppencu

7 v
*s* /10 128 BUpPTYyanHu nHTepdenca Ha 6e3xmyHa KapTa
*%* PaznueH (koHPuUrypupyem) MAC agpec

NG v

*s* BcMUkM HAaCTPOMKM, CBbP3aHM C PagMOTO (4eCToTa,
MOLLHOCT, 6e3>Xn4yeH NPOTOKO U A4p.), Ce ONpPeAensT oT
HaCTPOMKNTE HA OCHOBHMUSA MHTEepdENC

N/ v

** Bcnukm octaHanun Hactpouku (SSID, npodun 3a
curypHocT, Access/Connect list, WDS onuumn n gp.) morat
Aa 6baaT pasnmyHu
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BupTyanHu 6e3xunyHm nHteppencu

NG
%* Beue MmoxeTe Aa ce CBbp3BaTe KATO KAMEHT KbM
noBeye OT e4Ha TOYKA 3a AOCTbM, CTUra Aa paboTaT
Ha e4HaKBa YeCcTOTa/MPOTOKO

o’
+* MoxeTe fa 6bAeTe KANEHT 1 eHOBPEMEHHO Ha
cbluaTa yecToTa Aa paboTuTe KaTo TOUKa 3a 40CTbM

oo -
+* ToBa BM no3BossiBa ga paboTtuTe kato wireless
repeater
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wireless repeater

¢
** Heobxoanmo e aa

X KOHPUrypuparte noagxoaaw, npodua 3a CUrypHoCT

7

*s* ce cBbpXKETe KaTo K/IMEHT B MCKaTaHa OT BaC MpeXxa,
M3N0/13BalKM HAU-NOAXOAALWMA 33 TOBA pexumm (station-
bridge, station-wds, station-pseudobridge)

N/

%* cb3gageTe BUPTYaIHA TOYKA 33 A0CTHM (CbC CbLUTE
SSID n/nan npodwun 3a CUrypHOCT, MK C APYTW)

N/ .
%* Bk/ItounTE KaTo NopToBe B bridge 6e3xunyHnTe

MHTEpdencu
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wireless repeater wizard
#* jinterface wireless setup-repeater

NG
**address - MAC agpeca Ha ToYkaTa 3a 4OCTbI, 33 KOSATO Ce
npaBu repeater

N/ .
%*ssid - SSID Ha mpexaTa, 3a KOATOo Cce nNpaBu repeater

N/
%* Passphrase

7
%* aKo ce ykaxe, ce n3nonasea 3a pre-shared-key 3a npoduna

3@ CUTYPHOCT

’ \J
*s* aKo He ce yKaxe, HACTPOMKMTE Ce TbPCAT MO WPS
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wireless repeater

7 :
** [1a HanpaBuMm wireless repeater

N/ ~ .
** n3nonseankm wizard-a 3a mpexxa NetCamp2016

N/
%* pbyHO 3a Mpexa teacher
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wireless repeater

Ay Quick Set
I CAPsMAN Interfaces | Nstreme Dual Access List Registration Connect List  Securty Profiles Chan

8 Interfaces dhv |m| 2lls2] (3 \? | CAP WPS Client Scani
- !

] Name t ]Type lTx [

22 Bridge X <Ewlani Wireless (Atheros ARS.. 0 bps
wy PPP
== Switch
“a Mesh

P

Setup Repeater

r

58l IPv6 f

77 MPLS )
r
[

42 Routing

257 System
W N
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wireless repeater

A Quick Set _ >
1 CAPsMAN Intefaces Nstreme Dual Access List Registration Connect List M'l annels
\## Interfaces
@ =Y New Security Profile =] E3
IName ¢ |Mode | General |RADIUS EAP | Static
32 Bridge * default none ’ o i
®% PPP wlan1-NetCa... dynamic kg Name: |profileteacher I ] Cancel
= Switch Mode: ldynamic keys ]E] Apply
13 Mesh Authentication Types: [ | WPAPSK  [v| WPA2 PSK =
s 1P [ [ |WPAEAP [ | WPA2 EAP B
58 IPv6 [ Unicast Ciphers: v/ aes ccm | tkip Remove
7 MPLS [ Group Ciphers: [v|aescem [ tkip
Routin P
é 2 WPA Pre-Shared Key: l ]
i35 System [
@ Qucues WPA2 Pre-Shared Key: |~ ]
(] Files 2 tems Supplicant Identity: | |
%) Log
A Radius Group Key Update: |00:05:00 |
B X [\
"# ook Management Protection: Iallowed 1@
@ New Teminal
%8 MetaROUTER Management Protection Key: | '
¥ Partition
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A Quick Set

1 CAPsMAN

| Interfaces | =| [ 2] =] |7 ’ CAP WPS Client ’ Setup Repeater || Scanner || Freq

Virtual |

: irtual New Interf

:g e EW ace

S WDS General (Wireless JWDS  Status ~ Traffic OK

Nstreme Dual

e, Cancel

o8 Mesh Apply

%%; IP [* Master Interface: {Man‘l l@ Disable

5 3 ¥ |

w5/ |Pv6 I Security Profile: %profile{eachef Hi]l

/7 MPLS " e

42 Routing " S

& System N Remove

Q Queues

= ‘.1 Advanced Mode
2items out of 5 Torch

.. Log ] :

. Radius

% Tools *
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wireless repeater

Bidge  Ports Fiters NAT Hosts Bidge Potts | Fites NAT Hosts Bidge Pors |Fites NAT Hosts
I A e ' ] B
+]=) [v][x] (@] [7] [ sowo += [P [=] 7] HEEEE T
| |Name /| Type 2MTU || [intedace / | Bridge Priority (|| |Interface / | Bridge Priority fh.
R  4tbrdgel Bridge 1600 4-twian1 bridge1 4twian1 bridge1

| tbwidan2 bridae1 | 4twilan2 bridge1 [
New Interface =] E3 ttulan3 bridge2 !

General ’ STP Status Traffic 0K New Bridge Port [=] E3 W New Bridge Port =] E3
Name: |TFFER I Cancel General | Status 0K General | Status 0K
Type: :Bndge Apply Interface: |wlan3 k2 Cancel inteface: |wiand | ¥ Cancel
il I | = Bridge: (ERFTFINNN ¥ | | [ Acoly Bridge: (SRFEFINN | ¥ | | | Aopy
Actual MTU: |
5 {-7‘ Comment Priority: |80 hex Disable Priority: |80 hex Disable
L2 MTU: " ‘
I Copy Path Cost: |10 | | | Comment Path Cost: |10 || | Comment
MACAddress: [ | — ——
—— — Remove A Horizon: l_ B Copy _ Horizon: | | ¥ Copy
ARP: lenabled | ¥ — = =
e o = emove — =1 emove
ARP Timeout: | v N Edge: |auto =] Edge: jao | ¥
Admin. MAC Address: | ] - Point To Point: |auto JE Point To Point: {ggg_ !'_3_]
Extemal FDB: |auto ¥ Extemal FDB: |auto E
|| Auto Isolate || Auto Isolate
enabled | | enabled | | |enabled [
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wireless repeater

Wireless Tables

Interfaces !Nstreme Dual Access List Registration Connect List Security Profles Channels
e Ei r‘ 21 13| T CAP WPS Client ‘ Setup Repeater || Scanner ‘ Freq. Usage | Alignment || Wire

iName / | Type [Tx Rx \Tx Packet {p/s)  |Rx Packet /s,
RS &wlanl Wiless (Mens AR, . Obest " L S || RS
5 el g Sowian2 | -0 R S— o S —— . —
RS 4-pwlan3 Virtual O bps O bps 0
S 4-pwland Virtual Obps Obps 0

Wireless Tables

interfaces Nstreme Dual Access List Registration | Connect List Securty Profles  Channels

= | Y| | oo Reset

|Radio Name / |MAC Address Inteface  |Uptime AP iW |Last Activit...| Tx/Rx Sig
$DDACA6DE... D4CACD:6F-6AFC  wianl 00:19:44 yes  no_ 1.000 -25/-11
4P DACABDE... DE:.CA6D:6F-6A:FC  wilan3 00:19:43 yes no 0.420 -26/-11

.
4 items out of 8
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wireless repeater
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WPS knaveHT

oo

¢’ be3xnuHua K1neHT Moxe Aa Noayyu
HaCTPOWKUTE U CNOAENEHUNS KJKOY OT TOYKA 33
AOCTbMN € nycHaTa ycayra WPS v

o
+* la NOKaXke nosyyeHaTa MHGOpPMaLUS

o 6 ity profil
»* na cb3gage Heobxoammumsa security profile n ga 3agage

Ha 6e3XnyYHMA nHTepdenc ga ro Noa3Ba

NG

%* Ha kaneHTa Moxe ga ce yKaxke U3PUYHO Aa NOaYUU
MHdopMauus 3a onpegeneHo SSID n/mav ot Touka 3a
poctbn (AP) c onpegeneH MAC agpec
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Roaming B pexum station

N/
%* Kbm MOMeHTa ce noaAbpxka camo 3a NPOTOKO 802.11

g v

** KoraTto nHTepdeinca e cBbp3aH KbM TOYKA 33 40CTb,
nepmoanyHo ce nsebpuBa background scan 3a oTkpuBaHe
Ha TOYKM 33 A40CTBN C NO-A06bP CMrHan

\/
** Mpn HammpaHe Ha No-A06pa ToYka 3a A4OCTbM, KIMEHTA Ce
NPexBbpAs KbM HeSl

NG
*s* BpemeTo MexAy CKaHMPaHUATA 3aBUCK OT CUTHANA:

g
*s* npu BAOWaBaHe Ha CUIrHa/1a BPEMETO HaMa/1siBa

\/
** npu nogobpaBaHe Ha CUrHa/1a BPEMETO Ce YBE/IMYABA
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Ctbnka B scan-list

o :
+* /1o cera ykassaHuTe B scan-list uHTepsanu ce
npeTbpcBaxa:

7
**Ha 5 GHz cbc cTbnka 20MHz

**Ha 2.4 GHz cbe cTbnka sMHz

7
*s* Cera e Bb3MOXHO CTbMNKaTa Aa Ce YKaXxe PbyHO
CuHTaKcmc: scan-list=5500-5600:20
ToBa e eKBMBA/1I@HTHO Ha

scan-list=5500,5520,5540,5560,5580,5600
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MHCTpyMeHT scan

oo

¢’ Nopgabpxa (kbM MOMEHTa CaMO 3a NPOTOKO/1 802.11)
doHoB pexum (background), B To3n pexxnm He ce
pa3kayaT OCbLLEeCTBEHUTE BE3XMYHUN BPbH3KMK

oo

+* [1pn nyckaHe Ha MHCTpyMeHTa paboTaTa My He
3aMo4YBa aBTOMATMYHO (TbW KaTO POHOBUA PEXUM HE €
n3bpaH no noapasbupare, ga He 6bAAT pa3kayaHu
BPb3KuUTE)

oo -

+* Mopabpka ce Ha BUPTYaNHU MHTEPDENCU, HO
CKQHMpa CaMO Ha KaHana, Ha KoUTo paboTu OCHOBHUSA
MHTEpdeunc
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MHCTpyMeHT scan

g

** Heka aa nsnonssame napametpute background,
rounds n save-file, 3a ga "npecaywame" epupa
eAMH NbT 6e3 ga paskayame TekyLwmTe BPb3KK

[/interface wireless scan wlani background=yes rounds=1 save-file=ws.csv

B KOMOMHALUMS CbC CKPUNTOBE N MEPUOLNYHO
M3NbAHABAHE, TOBA MOXe Aa bbae ya06eH
MHCTPYMEHT 3a Nosy4YaBaHe Ha MHPOpMaLLMS 33
be3xunyHaTa obcTpaHoBka. [la pasrnegame panna:
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MHCTpyMeHT scan

‘an&mwiﬂf

D4:CA:6D:6F:6A:FC, 'NetCamp2016',2412/20/gn,-7,802.11,privacy,
D6:CA:6D:6F:6A:FC, 'teacher',2412/20/gn,-8,802.11,privacy,
10:FE:ED:5A:12:Ca, 'Vili-stil 1',2432/20-Ce/gn,-92,802.11,privacy,
10:FE:ED:A3:8A:C8, 'Paradise-3',2437/20-eC/gn,-60,802.11,,
00:02:6F:D8:94:D4, 'HotelParadise',b2462/20-eC/gn,-86,802.11,,

N s W N

A B C D E F
D4:CA:6D:6F:6A:FC NetCamp2016 2412/20/gn -7 802.11 privacy
D6:CA:6D:6F:6A:FC teacher 2412/20/gn -8 802.11 privacy
10:FE:ED:5A:12:CA Vili-stil 1 2432/20-Ce/gn -92 802.11 privacy

10:FE:ED:A3:8A:C8 Paradise-3 2437/20-eC/gn -60 802.11
00:02:6F:D8:94:D4 HotelParadise 2462/20-eC/gn -86 802.11

D B W N e
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bnarogapsa 3a BHuMMaHueTo!

HoBuM Bb3MOXHOCTU € HOBUA wireless nakeT, MNMeTvp Anmutpos



