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Traffic Flow

2* ToBa e CMCTeMa, npocaeasBalla "'notoun” ot
NnakeTu, NPeMMHABALLLM NPe3 pyTepa, OCUTypsiBaLLLa
cTaTUCTMYecka MHopMaLMa 3a pas/INYHUTE
MOTOLLM

*** MoneseH M3TPYMEHT KaKTO 3a HabatogeHne u
CTaTUCTMKA B MPeXaTa, Taka M 3a AMArHOCTMKA Ha
npo6seMun 1 aHa N3 Ha LANOCTHOTO CbCTOSAHME Ha
MpeXaTa
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Traffic Flow

N/
** IHbopmaumoHeH "noTok" ca BCUYKKM MaKeTU, KOUTO
MMaT egHaKBM aTpmnbyTK:

*s* Source address

*%* Destination address
*$* Source port

*%* Destination port

X [poTokon

< Aipyrv
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Traffic Flow

< .
%* C nomouuTta Ha Traffic Flow moxeTe aa

N/
** YcTaHoBsABaTE HA/IMUYMETO HAa HEOTOPU3MPaAH
TPadPUK/MpPeXKOBM aTaku

NG

*s* AHaM3npaTe N3NON3BAHMUTE OT PA3INYHUTE
MPUIOXEHUS pecypcu/naaHNpaTe CBOEBPEMEHHO U
aZleKBATHO HYXXHUTE TEXHUKA N YCAYTU

N/

**HabntoaaBaTe edekTa OT NyCcKaHe Ha HOBU
MPUNOXKEHUS, YCAYFN UAN NPEKOHPUrYPUPAHE Ha
MpexaTa
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Traffic Flow

%3* MikroTik Traffic-Flow e cbeMecTm cbe Cisco
NetFlow, nogabpxaTt ce NetFlow ¢popmaTm Bepcus

1,519

*%* Traffic-Flow ce C/ly4Ba B Kpasi Ha BepuUrm input,
output n forward, T.e. HAMa aa 6bAe aHaNM3MpaH
TpaPuK, KOUTO ce PUATPUPA UK HE MOXE Aa Ce
MapLpyTU3npa

N/ :
** IhdpopmanmaTa ot Traffic-Flow obukHoBeHo ce
cbbupa 1 aHaM3KMpa C BbHLWHM CPeACTBa
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NetFlow collector/analyzer
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Traffic Flow —

on Router NetFlow collector  NetFlow analyzer

oo

+* ColyecTByBaT MHOXECTBO NMJaTeHM 1 be3naaTHM
npoaykTn, paboTtewm kato NetFlow Collector n/nau
NetFlow Analyzer

X LLle pasrneaame ntopng (http://www.ntop.org/)
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http://www.ntop.org/

g

0’0

MHcTanauma Ha ntopng

ntopng MoXe Aa Ceé MHCTaAMpPa Ha Pa3INYHU

naatdpopmu (linux, windows), we pasraegame
NpMMepHa MHCTaaauma Ha debian

NG
** 3a ga nHcTpanmpame ntopng:

wget http://apt.ntop.org/jessie/all/apt-ntop.deb

d

d
d

okg -i apt-ntop.deb
pt-get update

nt-get install nprobe ntopng ntopng-data
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CrapTupaHe Ha ntopng

7
%* CtapTupame nprobe kato collector

nprobe --zmq "tcp://*:5556" -G -i none -n none --collector-port 2055
oo
+* CrapTtupame ntopng

ntopng -i "tcp://127.0.0.1:5556" -e

2*Yeb AocTtbn npes http://<IP agpec>:3000

‘:‘I'IOTpe6MTen/napona: admin/admin
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KoHdurypupaHe Ha Traffic Flow
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KoHpurypmupaHe Ha Traffic Flow

@ - [v
| Address - |Port |Version A
New Traffic Flow Target =] E3 ‘
Address: [10.0.0.247 0K
Port: |2055 Cancel
Version: |9 [+ ] Apply
v9/IPFIX Template Refresh: |20 !
- Copy
v9/1PFIX Template Timeout: | 1800
o Remove
| 0items
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ntopng login

Welcome to ntopng

admin

;

If you find ntopng useful, please support us by
making a small donation. Your funding will help to
run and foster the development of this project. Thank
you.

® 1998-2016 - ntop.org
ntopng is released under GPLV3.

Hint: the default user and password are admin
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ntopng host L4 protocols
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ntopng host ports
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ntopng host peers
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ntopng host protocols
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ntopng host flows
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