OpenVPN

A 4 A4 o/

MikroTik Net Cam|c2016

N A\ A4 ~

X — ¢ ~N N Vi d



R N et
X * 7 'MikroTik> '2005 8

X MikroTik Trainer: '2013 8
X~ 7 Y MikroTik> ~* ="

MTCNA, MTCWE, MTCRE, MTCTCE, MTCUME, MTCI
OpenVPN~™ ~ ' * ° S



OpenVPN

X OpenVPN SSL/TLS ~ ~ ~ VPN,

A4 ~ A

r ]
4 - t S

T v 77 SitetosSiteVPN T 7

B T T T T GNURGeHeral 8 h
Public License (GPL)

-~ ] ~ 1] ] ~ ~ ] o V4 ~ o ~

‘' T Y ' T "Windows, Mac,jAndroid, iOS)

OpenVPN~™ ' >~ -~ '~~~



- ~ (7 1 »



X X X

AES256

© T "-‘shal/mds

— " _Blowfish, AES128, AES192,

OpenVPN~™ ' >~ -~ '~~~



T oty ] bAT 6

nttps://openvpn.net/index.php/opersource/downloads.html

’ ’ > -
x . A\N . () ] ~ n 1 - ~ ] ~w - \\ ~ ~

OpenVPN~™ ' >~ -~ '~~~ ~


https://openvpn.net/index.php/open-source/downloads.html
https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage

— r
X = A\ . ~ y -

~ \ % y - A\ % n

X Vid N~ 2 ~ ] y 7
A %)

> 7 N D
[4 A 1 4 3 A4
-O
— 0 R
N\ Vo ~ \\ \\ A4 ~

] <4 ]

.~ 3340h /60.
. OAl £ OECT AA -
i

77 3

OpenVPN™ ~ ' " 7 - S



easyrsa

’ —
x (o} ~ V4 - \\ — \\ ] ~ 1 4 ~ ~ 3 B
1

r
V4 A\ N 7 V4 A\ N V/4 7 ~ n y - A\N
-rsa

aqsa " AAOU

— 7 I 4 I 4 N Lol L 7 ~ 7z Tal
B # AOOEAZEAAOQOA
> V 4 V4
VVVVVV ~ 1] A4 1] (4 b ) ~ ~ b ~ A4 1 (1 A4 /
VVVVVV s ~ 1% oo~ 2 v ) 1 v 1

OpenVPN~™ ' >~ -~ '~~~ ~



"t T Y easyrsa

(*) OpenVPN 2.3.11-1601 Setup - X ‘
Choose Components
n P E N Choose which features of OpenVPN 2.3.11-1601 you want to
install.

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: ~[¥] TAP Virtual Ethernet Adapter A
OpenVPN GUI

-] OpenSSL Utilities
--|v] OpenVPN RSA Certificate Management Scripts
%-IAddOpmvmmpAm .

a 1L~

Desaphon
Space required: 5.0MB Install OpenVPN RSA scripts for X509 certificate
management.

MNullsaft Install System v2.46-101
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build-key-pass
build-key-pkcs12
build-key-server
clean-all

| ] indextxtstart
init-config

W openssl-1.0.0.cnf

README

revoke-full
D serial.start
D vars.bat.sample

T
| Local Disk (C) > Program Files > OpenVPN > easy-rsa ] v O
& Name Date modified
build-ca 10-May-16 10:56 ...
build-dh 10-May-16 10:56 ...
build-key 10-May-16 10:56 ...

10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...

10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...

easyrsa

Search easy-rsa

Type

Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
START File
Windows Batch File
CNF File

Text Document
Windows Batch File
START File

SAMPLE File

1KB
1KB
1KB
1KB
1KB
1KB
1KB
0KB
1KB
9KB
2KB
1KB
1KB
1KB

© PESN=T PO




_ " easyrsa

2 L4 2

L]
w ~ 1 1 1 Ad Q
V4

y - ~ 77\ (

-

- " " edsyrsa’ i
~ ~ Y T 7 7 Tyars.bat” j

OpenVPN~™ ' >~ -~ '~~~ ~




12

AN\ n y - r

Administrater: Command Prompt — O X

Microsoft wWindows [Version 18.8.18586]

(c) 2815 Microsoft Corporation. All rights reserved.
:\WINDOWS\system32>cd C:\Program Files\OpenVPN\easy-rsa
:\Program Files\OpenVPN\easy-rsa>init-config.bat

:\Program Files\OpenVPN\easy-rsa>copy vars.bat.sample vars.bat
1 file(s) copied.

:\Program Files\OpenVvPN\easy-rsa>mkdir keys

:\Program Files\OpenVPN\easy-rsa>

vars.bat -> set KEY_DIR=keys

OpenVPN™ = " '~ ' |
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X,

X 1.vars

X 2. cleanall

1 \\ 7”7 ~

X 1.vars

X 2. buildca
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‘Cértificate Authori

C:\Program Files\OpenVPN\easy-rsa>vars.bat

C:\Program Files\OpenVPN\easy-rsarclean-al
1 file(s) copied.
1 file(s) copied.

C:\Program Files\OpenVPN\easy-rsa>build-ca.bat

WARNING: can't open config file: fetc/ssl/openssl.cnf

Loading “screen” into
Generating a 1824 bit

random state - done
RSA private key

eeees

writing new private key to "keys\ca.key’

you are about to be asked to enter information that will be incorporated

into your certificate
what you are about to
There are guite a few
ome Tields there
enter ".", the

ountry Name (2 letter
State or Province Name

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

i1l be a default value,

field will be left blank.

cede) [BG]:
(full name) [SF]:

lity Name (eg, city) [sofia]:
ation Name (eg, company) [NetCamp]:
izational uUnit Name (eg, section) [changeme]:IT

on Name (eg, your

name or your server's hostname) [changeme]:netcamp-auth

Name [changeme]:netcamp-auth
Email Address [none@none.na]:

C:\Program Files\OpenVPN\eas
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OpenVPN

X 1.vars

X 2. buildkey-server
<machinename>

Program Files\OpenVPN\ea
can't open con
“screen’ into rando

IARNING:
Loading

Generating a 1824 bit RSA pr

1d-key-server.bat ovpn-srvi
fopenssl.cnf

P e

ate key to "keys\ovpn-srvi.key"

vou are about to be asked t
into your certificate reque
wWhat you are about to enter
There are quite a few
For some fields there

enter °.°,

be a defa

enter information that will be incorporated

is called a Distinguished Name or a DN.
but you can leave some blank
t value,
eft blank.

Name (eg,

your name
rovpn-srvil

ase enter the follo
be sent th your cert
challenge password []

n optional company name []:
can't open cenfig f

WARNING:
g configura
reen”

ished
ountryName PR
ateOrProvinceName
calityName
nName

:PRINT.
:PRINTABLE:"

[changeme]:ovpn-srvi

Name
ABLE
ABLE: "

“none@none.na’

Certificate i o be certified until Aug 17 18:32:
sign the certificate? [y/n]:Y

of 1 certificate requests certified, commit? [
out database with 1 new entries

ta Base Updated

Program Files\OpenVPN\easy-rsa>

N\
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Program Files\OpenVPN\eas
can't open config f
‘screen’ into random stat
senerating a 1824 bit RSA private

you are about to be asked to enter information ill be incorporated
our certificate reques
hat you are about to enter is what i ruished Name or a
re are quite a few fields but you can
1 there will be a default
*, the field

letter code)
nce Name (ful
Name (eg, city) [Sofia]:

(eg, company)
t Name (eg,

your name or y \ 5 m changem

e]:userl
[none@none.na]:useri@none.na

Please enter the followi ‘ex * attributes
to be sent with your certi te request
nge password []:

n optional company name [

ARN can't open config T
Using configura n from opens
Loading "screen’ intec random sta

heck that the request matches
Signature ok
The Subject’
countryName
tateOrProvi

ityName
zationName
tionalu
ommonName

2]
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ate

1 out of 1 cert
te out
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Name

D 01.pem
| 02.pem

D ca.key
B’ index.txt

D index.txt.attr
5l ovpn-srvl.crt

D ovpn-srvl.csr

!

| serial
5l userl.crt

I userl.csr

[

easyrsa

Local Disk (C:) > Program Files > OpenVPN > easy-rsa > keys 7

|

Date modified

19.08.2016 13:33
19.08.2016 13:40
19.08.2016 13:27
19.08.2016 13:27
19.08.2016 13:40
19.08.2016 13:40
19.08.2016 13:33
19.08.2016 13:32
19.08.2016 13:32
19.08.2016 13:40
19.08.2016 13:40
19.08.2016 13:40
19.08.2016 13:40

Type

PEM File

PEM File

Security Certificate
KEY File

TXT File

ATTR File

Security Certificate
CSR File

KEY File

File

Security Certificate
CSR File

KEY File

Size

4KB
4KB
2 KB
1KB
1KB
1KB
4KB
1KB
1KB
1KB
4KB
1KB
1KB
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[certificate import filename=ovpnsrvl.crt

[certificate Import filename=ovpnrsrvl.key
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Auto Uparade
Clock
Console
Disks

Drivers
Health
History
Identity
LEDs

License

Logging
NTP Client
NTP Server
Packages
Password
Ports
Reboot

I 4
- RO térbS
=ale Teminal
CbnﬁcmeSISCEpsaNgg [admin@mAP-test] j /certificate import file-name=ca.crt
passphrase:
di=T [ certificates-imported: 1
]Name /[ prlvate—geys—}mported: 0
files-imported: 1
T cacrt_0 : :
KT ovpnsvict 0 decryption-failures: 0
e keys-with-no-certificate: 0
[admin@mAP-test] >| /certificate import file-name=ovpn-sSrvl.crt
passphrase:
certificates-imported: 1
private-keys-imported: 0
files-imported: 1
decryption-failures: 0
keys-with-no-certificate: 0
[admin@miP-test] > /certificate import file-name=ovpn-3srvl.key
passphrase:
certificates-imported: 0
. private-keys-imported: 1
2items files-imported: 1
decryption-failures: 0
keys-with-no-certificate: 0
[admin@maP-test] >
y ~ > >
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/ip pool add namesvpnpool ranges=10.20.30-2
10.20.30.200

- ¢
C
)
¢

/ppp profile add localaddress=10.20.30.1 nhames¥pn-
profile" remote-addressavpn-pool

/ppp secret add profilesvpn-profile serviceavpn
name=test password=test

OpenVPN~™ ™ ' >~ -~ 7 7~ %
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/interfaceovpn-serverserver
setauth=shal certificate=ovpisrvl.crt_O cipher=aes256 defaydtofile=ovpn
profile enabled=yes modesthernetnetmask=24 requirelient-certificate=yes

OpenVPN™ = " ' 7 ' | R
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| New Teminal
¥4 MetaROUTER
¥ Partition

| & Make Supout rf

f\

e

=

|Name

¢

0 items out of 6

" ' " OpenVPN "~

' OVPN Server [=] E3
Interface | PPPOE ¢ (V| Enabled 0K

2TP Server

Qe sened)|

\Tx Packet (p/s

3 Port: 11194 ‘ Cancel

I Mode lethemet ‘E] Aoply
Netmask: {24 ]
MAC Address: |FE:E4:AS:A0:E7:29 |
Max MTU: |1500 ]
Keepalive Timeout: 60 -~
I Default Profile: {ovpn-proﬁle Hi

I Certificate: {ovpn-srv1.crt_0 ]E l

(ol

v! Require Client Certificate |
2 [vlshal [ Imd5

- || blowfish 128 | | aes 128

" |aes 192
Lol

v aes 256
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OpenVPN

w W

X _--route-method <method> ~

" Windows

X --route-delay [n]
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OpenVPN ~ =™ 7"~ Y7

X --route <network/IP> [netmask] [gateway] [metrlc]

\\ Vo

w y U v o °~ ] | 2 A w” T o m T wm 8
o = t ) y - ‘ o o . N ’ 8
--dhcpoptlon <type> parm]" ~ I '. . -
T DNS WTNS NTP) SR <
"Windows TAP " '
x ) ’ — A ¢ = « © R . D~ al

https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage
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client

dev tap

remote 10.0.0.234 1194p
auth-userpass
authSHA1

cipher AES256-CBC

OpenVPN~™ ' >~ -~ '~~~ ~
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St T """ 'OpenVPN Y C

ca ca.crt
cert userl.crt

key userl.key

' ns-cert-type server

OpenVPN~™ ' >~ -~ '~~~ ~
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route 192.168.9.0 255.255.255.0 10.20.30.1
route-method exe

route-delay 2

redirectgatewayautolocal

dhcp-option DNS 10.20.30.1

OpenVPN™ = " ' 7



St T """ 'OpenVPN Y C

[=] testing.ovpn E3
client
dev tap

remote 10.0.0.234 1194 tcp
auth-user-pass

auth SHA1

cipher AES-256-CBC

ca ca.crt

cert userl.crt

key userl.key

ns-cert-type server

route 192.168.9.0 255.255.255.0 10.20.30.1

L DR Vo B @ ¢ B e VR ¥ 0 HY O W I AN R
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«q Local Disk (C:) > Program Files > OpenVPN > config v O Search config Jo
- &€  Connect D

Name Date moc

r -
| neg
ISCOTINcCCL

ol ca.crt 9.08.201 2 KB

o/ README.txt 04.02.201 i i
testing.ovpn 19.08.201 View Log 1 KB

=] usert.crt TR Edit Config e W

| userl.key 19.08.201 Change Password A cClc Bin

Settings...
Exit




OpenVPN ~ =~ "

OpenVPN Connection (testing) — O X

Current State: Connecting

Fri Aug 19 18:06:21 2016 OpenVPN 2.3.10x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPvE] buili
Fri Aug 19 18:06:21 2016 Windows version 6.2 (Windows 8 or greater)

Fri Aug 19 18:06:21 2016 library versions: OpenSSL 1.0.1q 3 Dec 2015, LZO 2.05

OpenVPN - User Authentication

Usemame: test

Password: soosl

© PESN=T PO
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[CF OpenVPN Connection (testing) — O X

Cument State: Connected

Fri Aug 15 18:10: Q3 2016 OpenVPN 2.3.10x86 GMAEHmngA 32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPvE] built
Fri Aug 19 18:10:33 2016 Windows version 6.2 (Windows 8 or greater)

Fri Aug 19 18:10:33 2016 library versions: OpenSSL 1.0.1g 3 Dec 2015, LZ0 2.05

Fri Aug 19 18:10:35 2016 Attempting to establish TCP connection with [;-F INET]10.0.0.234:11594 [nonblock]
Fri Aug 15 18:10:40 2016 TCP connection established with [AF_INET]10.0.0. 234 119:1

Fri Aug 15 18:10:40 2016 TCPv4_CLIENT link local: [undef]

Fri A Aug 19 18:10:40 2016 TCPv4_CLIENT link remote: [AF_INET]10.0.0.234:1194
Fri A Aug 19 18:10:40 2016 WARNING: this configuration may cache passwords in memory - use the auth-nocac
Fri Aug 19 18:10:42 2016 [ovpn-srv1] Peer Connection Inttiated with [AF_ |NET]1C.C.C.23£.1194

Fri Aug 19 18:10:54 2016 do_ifconfig, tt- Apv6 0. tt->did_ifconfig_ipv6_setup=0
Fri .Aug 19 18:10:54 2016 open_tun, tt->ipv6=0
Fri A —~ug 19 18:10:54 2016 TAP-WIN32 device [Loopback] opened: \\.\Global\{D776118F-E233-44AD-A405-A"

)(,'JC)C

Fri A Aug 15 18:11 E-’- 2016 Notified TAP-Windows driverto set a DHCP IP/netmask of 10.20.30.200/255.255. 4“
Fri A ﬁug 19 18:10:54 2016 Successful ARP Flush on interface [19] {D776118F-E233 MAD A-iCS -A101665F3FD
Fri Aug 19 18:10:56 2016 env_block: add PATH=C\WINDOWS\System32,C\WINDOWSC:\WINDOWS"Syz
Fri Aug 15 18:10 6 2016 env_block: add PATH=CAWINDOWS\System32,C:\WINDOWS.C:\WINDOWS\Sy:
Fri Aug 15 18: 10:56 2016 env _block: add PATH=C:\WINDOWS\System32,C:\WINDOWS,CAWINDOWS\Sy:
Fri Aug 19 18:10:56 2016 Initialization Sequence Completed

< >

Disconnect Reconnect Hide

testing is now connected.
Assigned IP: 10.20.30.200

AR iPgdx B E







