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&
%" OnuTt B 06.1acTTa Ha
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*2* MikroTik Trainer: oT 2013 T.
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OpenVPN

#* OpenV/PN e SSL/TLS 6a3upaH VPN,
npeAHa3HayeH 3a ocMrypsaBaHe Ha AOCTbI Ha
oTAanevYeHu KaneHTn nam Site-to-Site VPN

X Cb3aaaeH npes 2002 1., anueH3s GNU General
Public License (GPL)

NG
%s* Ba3npaH Ha KIMEHT-CbPBbP apXUTEKTYpPa

¢
%* IMa 0NMb/IHUTE/THU KAUEHTU 33 MOBEYETO
ceBpemeHHM OC (Windows, Mac, Android, iOS)

OpenVPN, lNetbp AnMmuTpos



OpenVPN

3* Moxe Aa pabotu B Layer 2 (TAP, Ethernet) nau
Layer 3 (TUN, IP) pexum

*2* Moxe Aa nonsea 3a npeHoc TCP nan UDP (kbm

MomMeHTa RouterOS He nogAabpyka 3a TPAHCMOPT
UDP)

‘:‘,ﬂ,o6pe no3Hatn noptose - UDP/TCP 1194

NG .
*s* Hama npobnem c npemmHaBaHeTo npes firewall
ninam NAT

OpenVPN, lNetbp AnMmuTpos



OpenVPN

NG
** Moxe ga ocurypu 3-Te BaxkHu 3a VPN
KOMMOHEHTA

N/

%* ABTeHTUKaUMA - cepTUdUKaTK, NnoTpebuten/napona
o

** IHTerpuTet - shai/mdsg

X KoHduaeHumanHocT - Blowfish, AES128, AES192,
AES256

OpenVPN, lNetbp AnMmuTpos



OpenVPN

7
*s* MoxeTe aa ceaante OpenVPN ot

https://openvpn.net/index.php/open-source/downloads.html

o
** MoxeTe Aa HamepuTe NoJsie3Ha AOKYMEHTaLMSA Ha

https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage

OpenVPN, lMNMetbp Anmutpos
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CepTnUPuKaTH

N/
%* 3a cbpBbpa cepTUdMKaATa € 3a4bKUTENEH, KNUEHTA
MoXe Aa paboTu c nauv 6e3 ceptndukaT

**3a pa3sinmka oT SSTP, OVPN He e npeTeHUMO3eH KbM
cepTudmnKaTuTe

oo

+* MoxeTe ga M3non3BaTte BCAKAKBU CEPTUDUKATH,
BKAtoUNTENHO self signed reHepupaHn c nomowyTa Ha
openSSL, easy-rsa un gp.

¢

%* C K/IMeHTa KaTo AOMbJIHUTENIeH KOMMOHEHT MOXe A3
Ce MHCTa/Inpa easy-rsa C NOAXOASALMN CKPUNTOBE U
A06po onMcaHWe Ha npoueaypaTa 3a U3N0A3BaHe

OpenVPN, lNetbp AnMmuTpos



easy-rsa

oo
+* Heka nogroteum cepTndmkaTh 3a CbpBbHPaA U 33
HAKO/IKO K/IMEeHTA C MOMOLLTA Ha easy-rsa

o’
¢ NHCTaJlaund Ha eaSY'rsa

7 - - .
%* cb3paBaHe Ha Certificate Authority

N/
*s* reHepupaHe Ha CbpBbpeH cepTUPUKAT

NG
*s* reHepupaHe Ha KANEHTCKM cepTUPUKAT

OpenVPN, lNetbp AnMmuTpos



MHcTanaumsa Ha easy-rsa

(?) OpenVPN 2.3.11-1601 Setup X ‘
Choose Components
n P E N Choose which features of OpenVPN 2.3.11-1601 you want to
install.

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: ~[¥] TAP Virtual Ethernet Adapter A
- [¥] OpenvPN GUI
—L¥] OpenVPN Fiie Assodiations

-.[V] OpenVPN RSA Certificate Management Scripts

é--.AddOpenVPNtoPATH v
Desapbon
Space required: 5.0MB Install OpenVPN RSA scripts for X509 certificate
management.
MNullsaft Install System v2.46-101
. <Back |[ Next> Cancel

OpenVPN, lMNMetbp Anmutpos



MHcTanaumna Ha easy-rsa

| Local Disk (C:) > Program Files > OpenVPN > easy-rsa]

A

Name

build-ca
build-dh
build-key
build-key-pass
build-key-pkcs12
build-key-server
clean-all

| ] indextxtstart
init-config

W openssl-1.0.0.cnf

README

revoke-full
D serial.start
D vars.bat.sample

~

Date modified

10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...
10-May-16 10:56 ...

v_O‘

Search easy-rsa

Type

Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
Windows Batch File
START File
Windows Batch File
CNF File

Text Document
Windows Batch File
START File

SAMPLE File

Size

1KB
1KB
1KB
1KB
1KB
1KB
1KB
0KB
1KB
9KB
2KB

© PSS N=T PO
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KOH®uUrypaumsa Ha easy-rsa

g

%* O6bpHeTe BHMMaHMe! Moxe aa TpsibBa ga
cTapTUpaTe BCUYKO C aAMUHMUCTPATOPCKM NPaBa, 3a
Ja MOXeTe Ja NpaBuTe NPOMEHUTE B easy-rsa

NG
** MbpBOHAYa/IHO € AHOKPATHO CTapTMpPaMe
init-config.bat

oo
+* Cnep TOBa pesakTupame (rno xenaHme) vars.bat u
Cb3/Z,aBaMe narka 3a CbxXxpaHeHue Ha KJtoyoBeTe

OpenVPN, lNetbp AnMmuTpos
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KOHpuUrypaymsa Ha easy-rsa

Administrater: Command Prompt — O X

Microsoft wWindows [Version 18.8.18586]

(c) 2815 Microsoft Corporation. All rights reserved.
:\WINDOWS\system32>cd C:\Program Files\OpenVPN\easy-rsa
:\Program Files\OpenVPN\easy-rsa>init-config.bat

:\Program Files\OpenVPN\easy-rsa>copy vars.bat.sample vars.bat
1 file(s) copied.

:\Program Files\OpenVvPN\easy-rsa>mkdir keys

:\Program Files\OpenVPN\easy-rsa>

vars.bat -> set KEY_DIR=keys

OpenVPN, lNetbp AnMmuTpos
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Cb3aaBaHe Ha Certificate Authority

oo
+* EaAHOKpaTHO ce cb3aaBa Hba3aTa faHHM 33
cepTMduKaTuUTe

4
*%*%1. vars

4
*%* 2. clean-all

NG .- .
*s* EaHokpaTHO ce reHepupa Certificate Authority

\ g
**1. vars

& .
** 2. build-ca

OpenVPN, lNetbp AnMmuTpos
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Cb3aaBaHe Ha Certificate Authority

C:\Program Files\OpenVPN\easy-rsa>vars.bat

C:\Program Files\OpenVPN\easy-rsa>clean-all.bat
1 file(s) copied.
1 file(s) copied.

C:\Program Files\OpenVPN\easy-rsarbuild-ca.bat
WARNING: can't open config file: fetc/ssl/openssl.cnf

Loading “screen” into
Generating a 1824 bit

random state - done
RSA private key

B EREE R R R R R e e o

eeees

writing new private key to "keys\ca.key’

you are about to be asked to enter information that will be incorporated

into your certificate
what you are about to
There are guite a few
For some Tields there
If you enter ".", the

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,

field will be left blank.

ountry Name (2 letter code) [BG]:
State or Province Name (full name) [SF]:
lity Name (eg, city) [sofia]:
zation Name (eg, company) [NetCamp]:
rganizational uUnit Name (eg, section) [changeme]

ommon Name (eg, your

name or your server's hostname) [changeme]:netcamp-auth

Name [changeme]:netcamp-auth
Email Address [none@none.na]:

C:\Program Files\OpenVPN\easy-rsa>

OpenVPN, lNetbp AnMmuTpos



b3/,aBaHe HAa CbpBbpPeH CEPTUPMKAT

X [eHepupame
cepTMOUKAT 3a
OpenVPN cbpBbpa:

0
%% 1. vars

XY build-key-server

<machine-name>

Program Files\OpenVPN\easy-rsa>bu
‘t open conf:g f
"screen’ into random

Generating a 1824 bit RSA pr

ovpn-srvi.key"’

are about to sk t informatiocn
your certi
/ou are about to
ite a few fields but you
ds there
the

tter cod
Name

city

(eg, company)

unit Name (eg, [changeme]:

Common Name (eg, your name or Y ‘s hostname)
Name [changeme] 'pn-srvi
Email Address [none@none.na]:

Please enter

ovpn-srvl’®

ovpn-srvi’®

none@none.na’
18:3

out database
updated

s\OpenVPN\easy-rsa>

OpenVPN I'Iepr Anmntpos
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erver.bat

ovpn-s

be incorporated

ished Name or @ DN.

[chan e]:ovpn-srvi




b3/aBaHe Ha K/IMEHTCKU cemec|>V||<aT

Program Files\OpenVPN\eas
can't open config f

nto random stat

it RSA private

You are about to be asked to enter information that will be incorporated
our certificate reques

N/
**eHepupame
cepTndunKaTH 3a S L

*y, the eld

letter code)

KAneHTuTe (3a ' §fﬁm;@

(eg, company)
t Name (eg,
your name or y \ 5 m changem

mo e ( 1
BCEKN KJTMEHT MO L et
il [none@none.na]:useri@none.na
Please enter the followi ‘ex * attributes

- to be sent with your certi te request
OTAe/IHO): L

n optional company name [
ARN can't open config T
Using configura n from opens
Loading "screen’ intec random st
‘ heck that the request matches

‘ signature ok
1 Va rS The Subject’s D ng

countryName
stateOrProvinceName
localityName
organizationName
-rgan tionalu

2. build-key o R
<machine-name>

2]

v wn
m oG

1 out of 1 cert ate requests
te out database with 1 new en
Data Base Updated

\Program File

OpenVPN, lNetbp AnMmuTpos



easy-rsa rotoBm cepTUPUKaTH
[focaiisk (C) > Program Files > OpenVPN > easy-rsa > keys | v O | Searchkeys

Name & Date modified Type Size
| ] 01.pem 19.08.2016 13:33 PEM File 4KB
! ] oz.fem 19.08.2016 13:40 PEM File 4KB
gl ca.crt 19.08.2016 13:27 Security Certificate 2 KB
| ] cakey 19.08.2016 13:27 KEY File 1KB
[ index.bt 19.08.2016 13:40 TXT File 1KB
| ] index.tt.attr 19.08.2016 13:40 ATTR File 1KB
5l ovpn-srvl.crt 19.08.2016 13:33 Security Certificate 4KB
| ] ovpn-snvl.csr 19.08.2016 13:3 CSR File 1KB
| ] ovpn-srvikey | 19.08.2016 13:32 KEY File 1KB
serial 19.08.2016 13:40 File 1KB
gl userl.crt 19.08.2016 13:40 Security Certificate 4KB

userl.csr 19.08.2016 13:40 CSR File 1KB
D userl.key 19.08.2016 13:40 KEY File 1KB

OpenVPN, lMNMetbp Anmutpos
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Ceptndukatm B RouterOS

X CepTudumnkatmTe ce ynpaBaseaT oT System
Certificates (B CLI camo /certificate)

o -
+* [pm import nbpBo ce BHacsa cepTudmkaTta, nocae
YaCTHMUA KJ1OY, aKo e e Heobxoanmo

7

%* CepTnduKaTnTe, KOUTO BUXTE AaBTEHTULMPAN,
nmat oaar T —trusted, a Te3n, 3a KOUTO nmarte
yacTeH kaod umat mn paar K - private-key

OpenVPN, lNetbp AnMmuTpos



Ceptndukatm B RouterOS

7 .

%* TpsabBa aa ocurypum ceptudurkaTta Ha Authority-
TO, 33 4@ MOXEM @ aBTEHTULLMPAME KNNEHTCKUTE
cepTUPUKATH

[certificate import file-name=ca.crt

NG
** TpsbBa aa ocMrypum ceptudmnKaTa U YacTHUS
ko4 3a camma OpenVPN cbpBbp

[certificate import file-name=ovpn-srvi.crt

[certificate import file-name=ovpn-srvi.key

OpenVPN, lNetbp AnMmuTpos
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A Tools

‘ New Teminal

20

®4 MetaROUTER
#5 Partition

[\.

Ceptndukatm B RouterOS

Auto Uparade
Clock
Console
Disks
Drivers
Health
History
Identity
LEDs
License
Logging
NTP Client
NTP Server
Packages
Password
Ports
Reboot

Certficates | SCEP Servers
I
*=] ¥ l
'Name /’
T cacrt_0
KT ovpn-srvlct_0
2items

Op

Teminal
[admin@mRiP-test]
passphrase:
certificates-imported:
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:

fcertificate import file-name=ca.crt

Do O

[admin@mAP-test] >| /certificate import file-name=ovpn-sSrvl.crt

passphrase:
certificates-imported: 1
private-keys-imported: 0
files-imported: 1
decryption-failures: 0
keys-with-no-certificate: 0

[admin@miP-test] > /certificate import file-name=ovpn-3srvl.key

passphrase:
certificates-imported:
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:

00RO

[admin@maP-test] >

enVPN, lNetbp Anmutpos
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KoHpurypaumsa Ha OpenVPN cbpBbp

X KoHpurypmpaHeto Ha OpenVPN cbpBbp B
RouterOS e nog06HO Ha KOHOUIYPUPAHETO Ha
apyrute VPN cbpBbpU:

N/
** HeobxoaMM e Nnpodu

7
** Heobxoaumm e noTpebuTen/napona

B -
+* MOXe fa bbae cb3gaBaH CTaTUYEH MHTepdENC 3a

onpeaesieH noTpebuten

OpenVPN, lNetbp AnMmuTpos
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[lpeaBapuTe/iIHa NOATOTOBKA

7

%* [1a cb3aaaeM agpecHo npocTpaHcTeo 3a VPN
KANEHTUTE, NPODUI 3a N3MNOJI3BaHE OT CbpPBbpa U
notpeburten:

[/ip pool add name=ovpn-pool ranges=10.20.30.2-
10.20.30.200

[ppp profile add local-address=10.20.30.12 name="ovpn-
profile" remote-address=ovpn-pool

[ppp secret add profile=ovpn-profile service=ovpn
name=test password=test

OpenVPN, lNetbp AnMmuTpos
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CneyndUYHM HACTPOMKM Ha
OpenVPN cbpBbpa

<
*s* mode - onpegena aanu we 6bAAT U3rpaxaaHu

Layer2(ethernet) nam Layer3(ip) TyHenm

NG
** netmask - onpeaens kakBa MpexxoBa Macka Lie

MNOSYYM K/INEHTA

¢ ) . P
**require-client-certificate - gann aa ce nsnckea u

NpoBepsBa CEPTUPUKAT 3@ KJAUEHTUTE

OpenVPN, lNetbp AnMmuTpos
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KoHpurypaumsa Ha OpenVPN cbpBbp

$* Heka KoHurypupame OpenVPN cbpBbpa:

NG
** B pexkum ethernet

o’
#* c sha1 aBTeHTMKALMS N aes256 KpUNTUPAHE

o -
+* 13N0N3BAVKU NOATOTBEHUTE CEPTUDUKAT U MPOPUI

o
+* C NpOBEpPKa Ha KJIMEHTCKM CEPTUPUKAT

[/interface ovpn-server server

set auth=shai certificate=ovpn-srvi.crt_o cipher=aes256 default-profile=ovpn-
profile enabled=yes mode=ethernet netmask=24 require-client-certificate=yes

OpenVPN, lNetbp AnMmuTpos



oHPurypayma Ha OpenVPN cbpBbp

=g PPP ' QOVPN Server =] E3
== Swich Interface | PPPOE ¢ ] Enabled e
&= 1P ! 'Name | Mode: |ethemet ‘@ [T Packet fp/s
58 IPv6 f : , Apply

: Netmask: |24 |
7 MPLS [ [ ]

: MAC Address: FE:E4:AS:AD:E7:2S
42 Routing J o=
& System [ Max MTU: 1500 i
@ Queues Keepalive Timeout: 60 -~
[] Files I Default Profile: {ovpn-proﬁle Hi
Log : '

e
& Radius I Certificate: iovpnsw1.a1_0 ]E I
% Todls N : v| Require Cliert Certficate |
@ New Teminal Auth.: (VI shal [ |md5
= . el
L8 3 ; = ===
—: Me*a.ROUTER 0items out of 6 Cipher: |_| blowfish 128 || aes 128
%5 Partition | | aes 192 V| aes 256
| o Make Supout rf , ol

OpenVPN, lMNMetbp Anmutpos
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J1ONMbAHNTENHO

G

¢’ [pn HeobxogmmocT ethernet pexxurma moxe aa
6bae pobassH B Bridge, kaTo B TO3M Cayvam BMeCTO
local address ce Bgura IP agpec Ha Bridge-a

7 .
*s* ABTOMaTMYHO KaTo ce ykaxe Bridge B npoduna

oo -
+* PbyHO KaTO NopT Ha Bridge ako ce cb3gase cTaTuUyeH
MHTepdenc

NG :
%* B 3aBMcnMoOCT OT KOHPUrypaumsaTa BbB firewall
MOXe Za Ca HeObXoANUMU AOMbAHUTENHU NPABMAA

OpenVPN, lNetbp AnMmuTpos



27

KOH®Urypaumsa Ha KJANEHT

NG

%* OpenVPN kaneHTUTE OOMKHOBEHO N3NOAN3BAT
KOHPUrypaymoHeH pama, KOUTO CbAbpXKa NapamMeTpu
3a Bpb3ka kbM OpenVPN cbpBbp

N/ v

*s* KoHburypaunoHHua ¢ana e eHakbB, HE3aBUCMMO OT
onepauMoHHaTa CUCTEMA, HA KOSITO € MHCTa/IMPaH
KAMEHTA

oo
+* MoxeTe ga umaTte pas/IMyHM KOHPUIYPALUOHHM
dannoBe 3a pas3anyHmn VPN Bpb3ku

N/
*s* 3ana3BaHeTo Ha NoTpebuTen 1 Naposia e Bb3AMOXHO B
OTAENEH TEKCTOB pan

OpenVPN, lNetbp AnMmuTpos
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OpenVPN knveHT - napameTpu

oe
--client yka3Ba pabota kaTo kameHT. MI3nos3Ba

HaCTPOMKNTE, KOUTO CbPBBbPA M3npawa (BKJAKYUTENHO
MapwpyTu). Bkatouea n onyumsa tls-client

0
*s* --dev <tun nau tap> ykasBa ko nHTepdenc aa ce

N3MOJ13Ba

s
** --remote <azpec A Me Ha CbpBbP> [NOpPT]

[npoTokon] ykassa kbM ko VPN cbpBbp Aa ce
OCbLLEeCcTBM Bpb3ka. Moxe fa ce yKaxaT noBseye oT
eAVH CbPBbP, KIMEHTA Ce ONUTBA Aa Ce CBbPXE
nocsies0BaTe/IHO A0 YCMEeLWHO OCbL,eCcTBABAaHE Ha
BPb3Ka.

OpenVPN, lNetbp AnMmuTpos
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OpenVPN knveHT - napameTpu

N/
%* --auth-user-pass [pann c notpebuten n naponal

yKa3Ba aBTEHTMKALMSA C NoTpebuten n napona. AKo He
ce ykaxke ¢paia, nuTa 3a notpebuten u napona. Panna
e TekcToB dann B UTF8, cbabpikall Ha OTAENHM
peaoBe noTpebuten n napona. AKo He CbAbPXKa
Napo/ia, Npy CBbpP3BaHe KJIMEHTA NMTa 3a NapoJa.

N/
%s* --auth <alg> ykasBa anropmntsbm 3a aBTEeHTMKALMA Ha

JAHHUTE

G
%* --cipher <alg> yka3Ba anroputbm 3a KpMNTUPAHE HA

JAHHUTE

OpenVPN, lNeTtbp Anmntpos
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OpenVPN knveHT - napameTpu

NG .

%* --tls-client Pa3pewaBa TLS 1 3aaaBa kaneHTCcKka poas. He e
Heob6X0ANMO M3PUYHOTO 3a4aBaHe HA TO3M NAPAMETBP, ako
ce nsnonsea --client

\/
*s* --ca <file> ykasBa dann cbe ceptudmkaTa Ha Authority-To,

NOANMMCAN0 CEPTUPUKATUTE HA KJIMEHTA U HA CbPBbBPA

7
%* --cert <file> yka3ea dann c knmeHTCkms cepTUduUKaT

0
%* --key <file> yka3Ba ¢pann c yacTHMSA KAKOY HA KAMEHTA

7

%* --ns-cert-type <client nan server> nsmnckea ceptudmkara
Ha OTCpeLHaTa cCTpaHa g4a 6bae n3gaseH C
npeAHa3HayYeHne CbOTBETHO KJIMEHT UM CbPBBP

OpenVPN, lNetbp AnMmuTpos
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OpenVPN knneHT - napameTpu

N/
%* --route-method <method> yka3Ba HaumHa, No KOMTO

BbB Windows ga ce 406aBAT MapwpyTu

0’0
--route-delay [n] yka3Ba Bpeme 3a usyaksaHe ciez

OCbLLECTBSIBAHE HA Bpb3KaTa npeau ga 6baaT
AobaBeHN MapwpyTUTe

%* --redirect- -gateway [flags] npaBu HeobxognmaTa

KOHPUrypaumsa Ha MapLIpyTH Taka, Ye Leamsa Tpaduk C
U3KAOYEeHME Ha BPb3KaTa KbM VPN CbpBbpa Aa bbvae
MapLIpYyTU3NPaH Npes TYHeNa, Npu pa3kavaHe
KOHPUrypaymaTa ce BpblLa B MbPBOHAYA/IHOTO
CbCTOAHME

OpenVPN, lNetbp AnMmuTpos
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OpenVPN knveHT - napametpu

3 _route <network/IP> [netmask] [gateway] [metric]

[obaBa MapLpyT KbM MapLUpyTHaTa ciej
OCblLEeCcTBsIBaHE Ha Bpb3Ka. [1pn pa3kayaHe
MapLIpyTUTE Ce NpeMaxBar.

0
** --dhcp-option <type> [parm] yka3Ba pa3/inyHu

napametpu (kato DNS, WINS, NTP) npun nsnonssaHe
Ha Windows TAP MHTepd)ef/ic

N/
%*3a apyruv onumm MoxeTe a NpoBepuUTe

bttps://community.openvpn.net/openvpn/wiki/Openvpn23ManPage

OpenVPN, lNetbp AnMmuTpos


https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage

KoHpurypaumsa Ha OpenVPN kaneHT

‘ J
%* [1a cb3gaaem KoHPUrypaumoHeH danna 3a KAMEHT,
KOWTO Aa ce cBbp3Ba ¢ Hawunsa VPN cbpBbp

N/ . v
*s* n3non3Bamkm CbOTBETHUTE HacTporkK 3a VPN

N/ v
*s* N3non3Bamkm Beye reHepupaHnTe cepTUPUKaTH

o’
+* pobaBsly HAKaKbB creynduyeH MapLpyT

N

N/
*s* HacouBaly, Lenms Tpadumk Npes TyHela 1 U3MoA3BaLLY

VPN cbpBbpa 3a DNS

OpenVPN, lNetbp AnMmuTpos
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KoHpurypaumsa Ha OpenVPN kaneHT

client

dev tap

remote 10.0.0.234 1194 tcp
auth-user-pass
auth SHA1

cipher AES-256-CBC

OpenVPN, lMNMetbp Anmutpos
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KoHpurypaumsa Ha OpenVPN kaneHT

ca ca.crt
cert useri.crt
key usera.key

ns-cert-type server

OpenVPN, lMNMetbp Anmutpos



KoHpurypaumsa Ha OpenVPN kaneHT

route 192.168.9.0 255.255.255.0 10.20.30.1
nan

route-method exe

route-delay 2

redirect-gateway autolocal

dhcp-option DNS 10.20.30.1

OpenVPN, lNetbp AnMmuTpos



oHPurypaymnsa Ha OpenVPN kaneHT

[=] testing.ovpn E3

client

dev tap

remote 10.0.0.234 1194 tcp
auth-user-pass

auth SHA1

cipher AES-256-CBC

ca ca.crt

cert userl.crt

key userl.key

ns-cert-type server

route 192.168.9.0 255.255.255.0 10.20.30.1

(R

) M 0 W W

o o

o

OpenVPN, lMNMetbp Anmutpos




OpenVPN knuveHT

<q Local Disk (C:)

> Program Files >

Name

-~

ol ca.crt

o README.txt
testing.ovpn

ol userl.crt

| userl.key

OpenVPN > config v & Search confic
[_;Df_m_w_c Connect )
View Log
Edit Config

Change Password

Settings...
Exit

OpenVPN, lNetbp AnMmuTpos




OpenVPN kaneHT

@ OpenVPN Connection (testing) - ]

Cument State: Connecting

Fri Aug 19 18:06:21 2016 OpenVPN 2.3.10x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPv6] buili
Fri Aug 19 18:06:21 2016 Windows version 6.2 (Windows 8 or greater)
Fri Aug 19 18:06:21 2016 library versions: OpenSSL 1.0.1q 3 Dec 2015, LZ0O 2.05

OpenVPN - User Authentication

Usemame: test

Password: seosl

0K Cancel
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4,0

OpenVPN knuveHT

[CF OpenVPN Connection (testing) — O X

Cument State: Connected

18:10:33 2016 OpenVPN 2.3.10 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPvE] buil
Fri Aug 19 18:10:33 2016 Windows version 6.2 (Windows 8 or greater)
Fr Aug 19 18:10:33 2916!ibrary versions: OpenSSL 1.0.1q 3 Dec 2015, LZ0 2.05
Fri Aug 19 18:10:35 2016 Attempting to establish TCP connection with [er INET]10.0.0.234:11594 [nonblock]
Fri Aug 15 18:10:40 2016 TCP connection established with [AF_INET]10.0.0.234:1154
Fri Aug 15 18:10:40 2016 TCPv4_CLIENT link local: [undef]
Fri Aug 19 18:10:40 2016 TCPv4_CLIENT link remote: [AF_INET]10.0.0.234:1154
Fri /-‘~ug 15 18:10:40 2016 WARNING: this configuration may cache passwords in memory - use the auth-nocac
Fri A nug 19 18:10:42 2016 [ovpn-srv 1] Peer Connection Initiated with [AF_INET]10.0.0.234:1154
Fri A ;«ug 15 18:10:54 2016 do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipv6_setup=0
Fri Aug 19 18:10:54 2016 open_tun, tt->ipv6=0
Fri Aug 19 18:10:54 2016 TAP-WIN32 device [Loopback] opened: \\.\Global\{D776118F-E233-44AD-A405-A"
Fri Aug 15 18:
Fr Aug 15 18:
Fri Aug 15 18:
Fri Aug 15 18:
18:
18:

2
2016 Notified TAP-Windows driverto set a DHCP IP/netmask of 10.20.30.200/255.255.25
4 2016 Successful ARP Flush on interface [19] {D776118F-E233 44/-\0 A-iCS -A101665F3FD
p2h16 env_block: add PATH=C:\WINDOWS\System32.C:\WINDOWS;CAWINDOWS"Sy:
6 2016 env_block: add PATH=C:\WINDOWS"System32:C:\WINDOWS;C:\WINDOWS\Sy:
6 2016 env_block: add PATH=C:\WINDOWS\System32;C:\WINDOWS;C:\WINDOWS\Sy:
6 2016 Initiglization Sequence Completed

Fr Aug 15
Fr Aug 15

n.
u.
n-
v.
n-
Ul
n-
u.
n-
u.
U
n-
Ul
n.
u.

1
1
1
10:
1
10
1
1

54
B4
5
'
5
5
D

< >

Disconnect Reconnect Hide

testing is now connected.
Assigned IP: 10.20.30.200
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OpenVPN knveHT

i
h

o
N oo

000 -

Wwwoeoow:

. w
PO DO DO -

L\V
D 0

.28.30.1
on-1ink
link

NS

[
!
wm
[
wm
[

LU I I
o
WrnNNNN NN

[V NS T Vo T S T S R N ]
3 Sl

w
SN Yoo

[+]]

(%
L

o oe
wm

wmou . '
oo

~N S
o

o

Y
mronm
wm

w (;D -

o -
o
o
o
o

v,
wm
[ ST I S SR A
o

wm

[V SV LY ) B N R R |

m Qo -

o

v m
o O e
[V ST ) B N )
oo wm
b I IR B e |

o

W
o
wm
wm
wm
wm
[\
o

m o
o

25
2
2
2
2
.. 25
.2
2

N =
[
wm
SR ST |
nowm -
L\
SR S I\
nowm o

M

wm
o
N
o
= on

MO OGS
S5 T  T S A
[\

w NN

S Sy
oo OO

NN

Persistent
None

OpenVPN, lNetbp AnMmuTpos



KoHpurypaumsa Ha OpenVPN kaneHT

¢ v
%* [1a HanpaBuM dala c noTpebuTen n napona:

<« Local Disk (C:) > Program Files > OpenVPN > config v O Search config
Name & Date moedified Type
gl cacrt 19.08.2016 13:27 Security Certificate
Qf creds.txt 19.08.2016 19:31 TXT File
[.:_3{ README.txt . e T
@) testing.ovpn laf *C:\Program Files\OpenVPN\config...  — O X
[—; userl.crt File Edit Search View Encoding Language Settings
| ] userl.key Macro Run TedFX Plu Encode in ANSI
o L_T:J B L= WERIP lE- ® Encode in
(=] creds ¢t E3 ' Encode in UTF-3-BOM
| test Encode in UCS-2 BE BOM
2 \ test I Encode in UCS-2 LE BOM
Character sets >
Ln:1 Col:1 ! Dos\Windo
nnuert +n ANSI
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OHc|>Mrypau,Mﬂ Ha OpenVPN kaneHT

* WIUvVC WV °

e [g{ C:\Program Files\OpenVPN\config\testing.ovpn - Notepad++

. t'_] £ Copy to - File Edit Search View Encoding Language Settings Macro Run

o s IEHB R GE| 4 Mk De|mi| & &0

Local Disk (C:) > Pro¢ [ testing.ovpn E3

Naina i client
2 dev tap
Lol caccrt 3 _remote 10.0.0.234 1194 tcp
@{ creds.bd 4 | auth-user-pass creds.tx
& README.txt = e
- & cipher AES-256-CBC
0 testing.ovpn "
userl.crt & ca ca.crt
| ] userl.key 9 cert userl.crt
10 key userl.key
11 ns-cert-type server
12
13 route 192.168.9.0 255.255.255.0 10.20.30.1
14 route-method exe
15 route-delay 2
16 redirect—-gateway autolocal
| 17 dhcp-option DNS 10.20.30.1
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J1ONMbAHNTENHO

NG
%* OpenVPN kaneHTa MoXe A3 U3MbAHABA KOMaHAM

NN CKPUNTOBE Npean CBbp3BaHeE, (/e CBbP3BdHE,
cie] pa3KkadaHe

oo

+* ABTOMaTMYHO U3MbJIHUM CKPUNT NPeAu
CBbp3BaHe MOXe Aa bbae ya06eH 3a n3BbpLuBaHe
Ha port knock 6e3 H1MkakBa Hameca OT cTpaHa Ha

noTpebutena TO4YHO NpeAmn OCbLL,ECTBABAHE HA
BPb3KaTa
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OpenVPN kaneHT Ha Android

<
%* Vima pa3inyHn KNMEHTH, We pasriesame
OpenVPN connect

‘ \Y

*s* To kaTo OpenVPN connect kKbM MOMEHTA He
NoAAbPXa tap MHTepdencu, LWwe CMEHUM PeXmma
Ha tun (ip)

X Cnep noaroToBka Ha KOHPUrypayMoHHMSA Gan,
LAaaTa nanka CbC CepTUPUKaATHN, KOHOUIrypaums,
dann c notpebuten/napona npexsbvpasme B SD
KapTaTta Ha Android ycTponcTBoTo
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OpenVPN knneHT Ha Android

Port:

Netmask:

MAC Address:

Max MTU:
Keepalive Timeout:
Default Profile:

Certificate:

Auth.:

Cipher:

v Enabled OK
=
Lt | [ Carcel
adl 1| Apply
24 |
FE:E4:A3:ADE7:29 | [ testing.ovpn E3 |
11500 | 1 client
i ] 2 dev
N
160 ‘__- 3 remote 10.0.0.234 1194 tcp
!ovpn-profile Hf~ 4 auth-user-pass creds.txt
— S auth SHA]
lovpnsrvl.ct_0 k2 6 cipher AES-256-CBC
! Require Client Certfficate / ca ca.crt
Wshal [1md5 8 cert userl.crt
(]l 89 key userl.key
o= - 10 ns-cert-type server
| blowfish 128 | | aes 128
L—_J ; [—J 11 route 192.168.9.0 255.255.255.0 10.20.30.1
|| aes 192 v aes 256
I nul
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OpenVPN knneHT Ha Android

oQa Tl 82% 1@ 2006 = @ © & Tl 81% 1@ 20:08 = ® Q & T all 81% 1@ 20:0
! DI VPN L) OpenVPN Connect s { ) OpenVPN Connect E
About
Connect 0 Secure Welcome to OpenVPN Connect. Welcome t
OpenVPN requires a .ovpn profile OpenVPN r el

to connect to a server. Please go to connect

OpenVPN Connect to Menu / Import to import a to Menu /|
profile or Menu / Help for more profile or . Import

OpenVPN Connect information. informatior

OpenVPN .
’ H peci 3 Your Secure and Private Path Your Sec
B to the Internet to the Int. Add Proxy

https://www.privatetunnel. https://w

Preferences

com/ com/ Add Shortcut

Contains ads
VPN Solution for your Business £~ VPN SolL

http://openvpn.net/as/ @/ ¥ http://op Show log file

R _ OpenVPN is a registered trademark of OpenVPN OpenVPN is a regist More...
Downloads 121,866 &  Communication Similar Technologies Inc. T

OpenVPN Connect is the official Android

VPN client for OpenVPN servers.

S . WHAT'S NEW

>

Release notes for 1.1.17 build 76 (since
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OpenVPN kaneHT Ha Android

T .1l 81% 1@ 20:08

& 2 OpenVPN Connect C

XKL

() OpenVPN Connect

T a1l 81% 1@ 20:09

2 @ Q8

) OpenVPN Connect

v

Import Private Tunnel Profile
Import Access Server Profile
Import Profile from SD card

Import PKCS#12 from SD card

ITUUL JUUUIC Ui Hvadle 1 dua

to the Internet

https://www.privatetunnel.
com/

4P
b
Z

&

A VPN Solution for your Business

¥ http://openvpn.net/as/

OpenVPN is a registered trademark of OpenVPN
Technologies, Inc.

Please select .ovpn profile to import
Location: /sdcard/testing

./

./
README.txt
ca.crt
creds.txt
testing.ovpn
userl.crt

userl.key

Cancel

Please select .ovpn profile to import
Select: /sdcard/testing/testing.ovpn

il /
| ./
README.txt

ca.crt

testing.ovpn

userl.crt

E
E
B creds.txt
E
E
E

userl.key

Tl 81% 1@ 208

Cancel
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OpenVPN kaneHT Ha Android

Tl 81%1@ 2009 - Q2 8 ¥ Q & T .l 81% 1@ 20:10

OpenVPN Connect OpenVPN Connect :

OpenVPN Profile:

Profile Imported

To create a shortcut to this profile or access the 10.0.0.234 [testing]

profile context menu (for rename, delete, etc.),

touch the edit icon on the right. To switch to a

different profile, tap the profile name briefly. OpenVPN: Connected

OpenVPN Profile: . Disconnect

10.0.0.234 [testing] 4

Username: Connection stats:
Duration 0:00:13
Packet received 6 seconds ago
Bytes in 3.43KB
Profile successfully imported : Bytes out 2.36 KB
10.0.0.234 [testing]

Tap for more detail

Connect
Your Secure and Private Path

Your Secure and Private Path o thg niermet )
to the Internet https://www.privatetunnel.

https://www.privatetunnel. £

comy/ VPN Solution for your Business

VPN Solution for your Business http://openvpn.net/as/

thi oenvn.net as . .
7! fa OpenVPN is a registered trademark of OpenVPN
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OpenVPN knuveHT

o y
** Hakon pasnonara av c gpyra OC, Hanpumep

g .
** Linux

** MacOS
*i0S

o’ - 5
o' VickaTe v aa KOHPUryprpamMe KJANEHT NPU HAKOM OT BacC:
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OpenVPN

NG
** OpenVPN npeaocTaBsi OrpOMHO KOJIMYECTBO
Bb3MOXHOCTM

*3* M’bBKABOCTTa NpyY MapLpyTU3MpaHe Ha Tpadmka
A,aBa Bb3MOXHOCT CaMO YyBCTBUTE/IHATA
MHPOpMaLMa aAa 6bae TpaHCNOpPTUPaAHa npes
TYHEeNa, a uenna obnyaeH MHTEpHET TpaduK Aa He
TOBapu n3amwHo VPN-a

*Beye e BpeMe Aa neHcnmoHmnpame PPTP ;)
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bnarogapsa 3a BHuMMaHueTo!
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