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Network Switch

‘0‘ . v

+* MpexoBuaTt komyTaTop (switch) cebp3Ba ycTtponctea
B KOMMIOTbPHA MpeXa Ha HMBO KaHaneH csion (Layer 2),
KaTo npuema, obpaboTea n npegasa kagpu (frames).

N/
*s* Ma3u Tabanua c HayyeHUTe XapAyepHU agpecu 1
npesaBa AaHHM CaMO MNPe3 HYXHUTe NopPTOBe

NG
** Moxe aa ocurypu gonbaHnTenHa GyHKLMOHANHOCT,
kaTto paboTta c VLAN-u, duntpmnpaHe, npnopmntmsayms

1 ApyTY

N/
%* OcurypsiBa BUCOKA CKOPOCT Ha NpeaBaHe Ha
AaHHUTE
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MikroTik komyTaTopu

MikroTik ocurypsBa switch pyHKLMOHANHOCT:
‘:‘yCTpoMCTBa RB250GS/RB260GS
*s* RouterBoard ycTponcTBa cbe switch chip

NG : v
*s* Cloud Router Switch yctponcTea
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RB250GS/RB260GS

‘:‘5 rurabmtoBu Ethernet nopta / + 1 SFP nopT

X SwitchOS, koHpuUrypmat ce npes yeb

N/
*s* basoBa PpyHKLMOHANHOCT KaTo paboTa c VLAN-u,
KOHTPOJ1 HA KOMYHMKauuaTa mexay noptose, ACL

‘:‘I'Io,u,p,pbxq(a Ha SNMP
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RouterBoard switch chip

oo

¢’ [lo3BoNsiBa KOHPUIypMpPaHE Ha MOPTOBE Ha
pyTepa B eamH Layer2 cermeHT, 6e3 Tpadumka aa ce
obpaboTBa OT Npouecopa Ha pyTepa

NG : :

*s* Hakowu switch chip-oBe nogabpxxaT 6a3oBa
PYHKLMOHAIHOCT KaTo paboTa c VLAN-u,
e/IeMeHTapHM NpaBuaa 3a ynpaBseHMe Ha Tpaduka

NG

*s* BbTpelHaTa Tono/10rns Ha pyTepa Boam A0
OrpaHMYyaBaHe Ha 06LWKMs TpadUK OT NOPTOBETE HA
switch chip-a kbM npouecopa
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Cloud Router Switch

g

%* HanbaHo dyHKuMoHaneH pytep ¢ RouterOS,
BCEKM OT MOPTOBETE MOXeE Aa Ce N3MO0A3BaA OT
pyTepa uam ot switch chip-a

NG

** PecypcuTe Ha pyTepa He ca ro/IieMu, HO
no3eossBaT nanosseaHeto Ha CRS kato all-in-one
YCTPOUCTBO 3a MaJkn 0dUCK NN 33 0Ma

NG ! .
** BbamoxHocTuTe Ha switch chip-a ca MHoro
rosiemMu
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Mopgenn CRS

‘:’CRS112-8G-4S, CRS210-8G-25+, CRS212-1G-10S-
1S+, CRS226-24G-25+ ca ¢ 4,00MHz npouecop, HO
noaAbpPXaT 9204 bantosm Jumbo ppenmose n ACL

‘:‘CRS109-8G-1S-2HnD, CRS125-24G-1S, CRS125-
24G-15-2HNnD ca c 600MHz npouecop, noaabpXaT
4064 6anToBm Jumbo ppenmose HE nogabpxat ACL

*3* Access Control List npeACTaB/IiBa BXOAHO-U3XOAHM
NOJINTUKKN, NO3BOISIBALLM A0 512 NpaBwu/ia 3a pUATpUpaHe,
orpaHuyaBaHe 1 MmoanduKauma Ha 6asa ycnoBums No noseTa
OT NPOTOKOJIHUTE XeAbpu Ha Layer2, Layer3 n Layer4 npu
BMCOKa CKOpPOCT (M3BbpLuBa ce oT switch chip-a)
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CRS koHpUrypaums

\/
*s* CbLLL0 KAKTO B ApYyruTe pyTepu, 3a Aa Ce No/I3BaT NOPTOBETE
BbB switch koHpurypauus ce ykassa master port

X KoHdurypaumsaTta no nogpaszbupanHe Ha CRS e Bcnuku
nopToBe ca ¢ master port Etheri, Ha KoMTO MMa aapec
192.168.88.1/24

N/ . :
*s* 3a pasnuka oT Apyrute pyTepu c eguH switch chip, npu CRS
€ Bb3MOXXHO MNO/13BaHe Ha nose4ye oT e4MH master port,

Hanpumep Ha Ethera, Ether2, Ether3 n Ether4 moxe ga ce
ykaxxe master port Ethers, Ha Ether6, Ether8, Etheri3 n
Etheri4 moxe aa ce ykaxe master port Ether2o, Ha Ethery,
Etherg n Ether21 moxe aa ce ykaxce master port Ether11 v 1.H.
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Layer3 KoHUrypaums

N/

%’ 3a ynpaBneHue Ha CRS, KakTo 1 3a peasin3npaHe Ha
Layer3 GyHKLMOHANAHOCT, Ce npuaara KoHPUrypaums Ha
master port-a

\/
*s* OT rneaHa To4Yka Ha pyTepa ce BUXAa caMo master port-a

‘0‘ . .
+* OT rneaHa Touka Ha switch chip-a, pytepa ce Buxaa kaTo
nopt switchi-cpu

**Tosa O3HauvaBa, Ye npu koHPurypaumsa Ha VLAN-u, Tpsbsa aa ce
KOHPUrypupa npaBuaHO 1 NopT switchi-cpu

‘ J J

** MpenopbuyMTeNHO € Aa MMATe CepUIMHA BPb3Ka, B C1yYal Ha
3arybeHa Bpb3ka KbM pyTepa UM KbM NOPTOBETE, KbAETO CTE
3aKaYeHU
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[TpnmepHa KOHPUrypayma

Aa HanpaBuM caegHaTa KOHPUrypaLus:
\/
*s*MNopToBe OT 1 40 15 MMaT master port 16

**VLAN 10 e Hawms management VLAN, Tam
pyTepa Tpsabsa ga noayum IP agpec no DHCP

NG

*s* VLAN-u1 20 1 30 ca notpebutenckn, CRS-a tpabea
Aa ocurypwm inter-vlan routing u MIHTepHeT (oT
wireless mpexaTa)
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[TpnmepHa KOHPUrypayma

g
%* Cb3paBame VLAN-uTe Ha master port-a:

[interface vlan add interface=ether16 name=vlanio-
mgmt vlan-id=10 comment="Management VLAN"

[interface vlan add interface=ether16 name=vlan2o
vlan-id=20 comment="User VLAN"

[interface vlan add interface=ether16 name=vlan3o
vlan-id=30 comment="User VLAN"

MikroTik CRS, MNetbp Aumutpos
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VLAN Tabauua

MeHto /interface ethernet switch vlan
‘:‘,[l,echHmpa VLAN-u

oo
+* Onpeaensa KoV NOPTOBE yYacTBaT B
AednHmpanmTe VLAN-m

‘ \J
*s* 3apaBa HacTpouku 3a cboTBeTHUTE VLAN-U

MikroTik CRS, MNetbp Aumutpos



14

VLAN Tabauua

NG
%* 1a pedpumHnpame VLAN-1 10,20 1 30 1 A3 YKaXKEM
switchi-cpu 1 HeobxoaMMUTE NOPTOBE KaTo
YYACTHULM B CbOTBETHUTE Vlan-u:

[interface ethernet switch vlan add
ports=ethera,switchi-cpu vlan-id=10

[/interface ethernet switch vlan add ports=switcha-
cpu vlan-id=20

[/interface ethernet switch vlan add ports=switchi-
cpu vlan-id=30
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VLAN Tabauvua

VLAN | Eg VLANTag In. VLAN Tran. Eg. VLAN Tr

@ = |«||%]||T

w Switch VLAN [m] E3 |

VLAN ID: |10 0K

)
/7 MPLS I A
S [ Ports: E) v Cancel
ng
o [ switchicpu [ %4 || Apply
SVL
& Queues B . Disable
= v SA Leaming
i Ties | Flood Copy
.-l Log || Ingress Mimor Remove
@ Radius QoS Group: inone ”—{]

A Tools X
@ New Teminal
™ .CD

enabled —

1item
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Egress VLAN Tag

MeHto [/interface ethernet switch egress-vlan-tag

<
*s* YKa3Ba B KakbB dopMaT ga bbaaT npegaBaHu
ANaHHUTe no oTHoweHme Ha VLAN:

‘:‘Untagged
‘:’Tagged

*2* Unmodified

MikroTik CRS, MNetbp Aumutpos



1/

Egress VLAN Tag

oo -

+* [1a 3apasem, ye npesaBaHeTo npes switchi-cpu un
HeobxoaMmuTe NopTOBe B CbOoTBETHUTE Vlan-u ce
n3BbpLBa Tagged

[/interface ethernet switch egress-vlan-tag add
tagged-ports=etherz,switchi-cpu vlan-id=10

[/interface ethernet switch egress-vlan-tag add
tagged-ports=switcha-cpu vlan-id=20

[/interface ethernet switch egress-vlan-tag add
tagged-ports=switchi-cpu vlan-id=30
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Egress VLAN Tag

VLANG Eg. VLAN Tag din. VLAN Tran. Eg. VLAN Tre

@ =| [«|s2] [T

'VLAN ID / | Tagged Ports \

“18 Mesh

New Switch Egress Tag VLAN

sl P

77 MPLS VLAN ID: |10 | oK
4% Routing Tagged Ports: |ether * % || cancel
o2 System 'switch1<pu ]@ = Apply
Q Queues

Bl Fies Disable
.} Log it
S Radius Remove
A Tools enabled

2l ANawr Tarminal
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OuatpupaHe Ha HeBannuaHU VLAN-u

g Cnea kopekTHO geduHmpaHe Ha VLAN Tabaumuara, c uen
NPaBW/IHO U30JIMPAHE U MOBMULLIABAHE Ha CUTYPHOCTTA Ce
npenopbyBa 3abpaHsaBaHe Ha NpejaBaHe Ha Kagpu (frames)
c HeBasimaHu VLAN-n. ToBa MoXe 1a CTaHe:

o
+* 33 KOHKPETHM NOPTOBE

/interface ethernet switch

set drop-if-invalid-or-src-port-not-member-of-vlan-on-ports=....

o’
+* 33 BCUYKM MOpTOBE

[interface ethernet switch set forward-unknown-vlan=no

MikroTik CRS, MNetbp Aumutpos
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| Files
=] Log
H Radius

& Tools &
B New Teminal
™ L.CD

etaROUTER

#5 Partition

ake Sunoit rf

== | =] —

| Switch Settings

Drop if VLAN Not Set On Ports:

Drop ff Invalid VLAN On Ports: lether'l

ether13

|| Forward Invalid VLAN

PuntprpaHe Ha HeBaanAHN VLAN-u

=] E3

OK

Cancel

Apply
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KoH®urypaumsa Ha RouterOS

‘:‘,ﬂ,a KOHOUrypupame pyTepa cnopes npyuMepHaTa
KOHPUrypaums (3a Layer3 pyHKLMOHANHOCTTA)

[ip dhcp-client add disabled=no interface=vlanio-mgmt
add-default-route=no use-peer-dns=no use-peer-ntp=no
[/ip address

add address=192.168.20.254/2¢4 interface=vlan2o

add address=192.168.30.254/24 interface=vlan3o

[ip firewall nat add chain=srcnat out-interface=wlana
action=masquerade

[/ip dns set allow-remote-requests=yes

MikroTik CRS, MNetbp Aumutpos
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KoH®urypaumsa Ha RouterOS

[ip pool

add name=dhcp_pool_vlan2o ranges=192.168.20.1-192.168.20.100
add name=dhcp_pool_vlan3o ranges=192.168.30.1-192.168.30.100
[ip dhcp-server

add disabled=no interface=vlan20 address-pool=dhcp_pool_vlan2o
lease-time=1d name=dhcp1

add disabled=no interface=vlan3o address-pool=dhcp_pool_vlan3o
lease-time=1d name=dhcp2

[ip dhcp-server network

add address=192.168.20.0/24 gateway=192.168.20.254 dns-
server=192.168.20.254

add address=192.168.30.0/24 gateway=192.168.30.254 dns-
server=192.168.30.254

MikroTik CRS, MNetbp Aumutpos
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Port Based VLAN

2* Trunk port e NopT, KOMTO Y4acTBa B Pa3/INYHMU
VLAN-1 n npegaBa kagpwu (frames) ¢ Haanyme Ha
VLAN tag

%* Access port e NopT, KOUTO NpUemMa 1 NpeaaBa
kKaapv (frames) 6e3VLAN tag

** Hybrid z
ybrid port € nopT, KOUTO NPMEMA U NpeJaBa
Kaapw (frames) c n 6e3VLAN tag

MikroTik CRS, MNetbp Aumutpos
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Trunk port

3a KOHPUrypayma Ha nopt kato Trunk port e
HeobxoanMo:

*2* Bbe VLAN Tabavuarta B AedUHMLMATA Ha

cboTBeTHUTE VLAN-M nopTa Aa ce ykaxe KaTo
Ba/NAEH NopT

B Egress VLAN Tag 3a cbotBeTHUTE VLAN-1 nopTa
Aa ce ykaxke kato Tagged Port

MikroTik CRS, MNetbp Aumutpos
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Access port

3a KOHPUrypauyma Ha nopT KaTo Access port e
HeobxoanMO:

s
**BbB VLAN Tabaumuata B 4ePpUHNLUATA HA CbOTBETHUS
VLAN nopTta ga ce ykaxe KaTto BaanAaeH nopT

B Egress VLAN Tag TpsibBa Aa MMa 3anmc 3a
cboTBeTHMA VLAN (MOXe ga He ce ykassaT Tagged
Ports)

oo - -
+* la ce pobasu npasuao B ingress-vlan-translation,
KoeTo Ha 6a3a nopT u annca Ha VLAN tag 3agasa VLAN

MikroTik CRS, MNetbp Aumutpos
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Hybrid port

3a KOHPUrypauymsa Ha nopT kaTo Hybrid port e Heobxognmo:

¢
%*BbB VLAN Tabanuata B AePUHNLNATA HA CbOTBETHUTE
VLAN-1n nopTa Aa ce ykaxe KaTto Ba/iugeH nopT

X! Egress VLAN Tag 3a VLAN-uTe, Konto nopTa Lie

npegasa ¢ VLAN tag - nopTa aa ce ykaxe kaTo Tagged Port,
3a VLAN-a kouTo we npegasa 6e3VLAN tag, ga nma 3anumc
(c apyrun Tagged Ports nau 6e3 Hukaksm Tagged Ports)

N/ . !
%* la ce pobaBum npaBuao B ingress-vlan-translation, koeTo
Ha 6a3a nopTt 1 amnca Ha VLAN tag 3agasa VLAN

MikroTik CRS, MNetbp Aumutpos
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Trunk port

[IpakTnyecku Beve nmame geduHupaH Trunk port u
TOBa e switcha-cpu. Heka gedumnHmpame n Ether2 kato
Trunk 3a VLAN 10,20 1 30

** Bbe VLAN TabanuaTa AobaBaAMe KaTo BaujeH
nopt Ether2 3aVLAN 10,20 1 30

B Egress VLAN Tag sobaBamMe kaTto BaanaeH nopt
Ether2 3a VLAN 10,20 1 30

MikroTik CRS, MNetbp Aumutpos
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Trunk port

CCAD) | Eg. VIAN Tag | In. VLAN Tran. | Eg. VLAN T

Eg.VLANTag In. VLAN Tran. Eg. VLANT

A Eg. VLAN Tag | In. VLAN Tran. | Eg. VLAN T

11 ' [ [ {2
+| =] [v]lx] [¥ *|=| [v][x] [T +|=| [vlx] |7
| |VLANID ¢ |Ports VLANID  / |Ports \VLANID ¢ |Ports
10 ether1, switch1-cpu 10 ether1, ether2, switch1cpu 10 etherl, ether2, switch1cpu
20 switchcpu - 20 switchl<cpu \ 20 ether?, switch1pu
30 switch1-cpu 30 switch1cpu 30 switch1-cpu _
| Switch VLAN <105 = E3 QI switch vian <20 = E3 |Jl§ switch VLAN <305 Of x|
VLAN ID: |10 i 0K VLAN ID: |20 I 0K VLAN ID: |30 | 0K
Pors: etherl | ¥]$ | Cancel Ports: [swichicpu [ ¥ % | Cancel Ports: |swichi<pu |¥|$ | Cancel
swichicpu | %% | Apply ECEZEEE+ | 3| | Aoy ETET 5 (4] | Aepy
e B ClsvL C]svL
lethe?  |KAKZ | Disable a i Disable = ] Disable
L ]svL \v| SA Leaming 'v| SA Leaming
[ SA Learming Copy Q Flood Copy D Flood Copy
(] Aood Remove 1 || Ingress Mimor Resave 1 | Ingress Mimor Remows
| Ingress Mimor ~ QoS Group: |none EJ 1 QoS Group: !none @
QoS Group: |none | %]
enabled enabled enabled
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Trunk port

VLAN CEZ_VLAN To)in. VLAN Tran. | Eg. VLAN Tre | VLAN in. VLAN Tran.  Eg. VLAN Tre | VLAN  In. VLAN Tran. Eg. VLAN Tre
(i Vi = Meel |
*|[=| [v][%] [7] #|=] [v]l%] [7] +\-! it @J
| |VLANID / |Tagged Ports \VLAN ID - |Tagged Ports | [VLAN ID / |Tagged Ports |
10 ether, switch1-cpu 10 ether1 ether2, switch... 10 etherl, ether2, switch...
30 switch1-cpu , 30 switch1-cpu ] 30 switch1-cpu
Switch Egress Tag VLAN <10> =] E3 Switch Egress Tag VLAN <20> =] E3 Switch Egress Tag VLAN <30> =] E3
VLAN ID: [10 | oK VLAN ID: (20 oK VLAN ID: (30 l oK
Tagged Ports: ; or E\ = Cancel Tagged Ports: {_W;PDJEP_U_ ]E s Cancel Tagged Ports: {sgitp_hlgp_u_i % Cancel
¥ | Apply =+ | 4| | Aol ETEN 5 3| | Acply
s
2% Disable Disable Disable
Copy Copy Copy
Remove Remove Remove
__ enabled { enabled
&l q
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Access port

Heka pgedunHmnpame noptose Ether3, Ethers n Ethers
kaTto Access port 3a VLAN 20, a Ether6, Ether7 n
Ether8 kato Access port 3a VLAN 30

*%*Bbe VLAN Tabauvuata gobaBsime nopToBeTe
cboTBeTHO 3a VLAN-1 201 30

*3* Twii kaTo MMame Trunk noptoBe 3a Te3n VLAN-u,
HAMa HYy>XAa oT npoMeHu B Egress VLAN Tag

NG .
%* Cb3aaBamMe NoaxoanLm npaBmaa B ingress-vlan-
translation

MikroTik CRS, MNetbp Aumutpos



Access port

QLAY Eg. VLAN Tag | In. VLAN Tran. | Eg. VLANT

Eg.VLANTag n. VLAN Tran. Eg.VLAN T

30 ether2, switch1-cpu

| Switch VLAN <205 = E

+||=| [v]x] 7| +||=| [v|%| |7
\VLANID 7 |Ports \VLANID 7 |Ports
10 ether1, ether2, switch1-cpu 10 etherl, ether2, switch1-cpu
_’Zﬂeﬂ:erz.swimwpu

\20 ether2, ether3, etherd, ether5, swit
30 ether2, switch1cpu

| Switch VLAN <305 = E

VLAN ID: |20 | OK VLAN ID: |30 | OK
Pors: [ether2  [#]% | Cancel Pors: [ether2  [#]% | Cancel
'switch1cpu |¥ | 4 Apply switchl<pu | ¥ | & Apply
I__—H_;_} - I______H—;_E T
eitaens ¥+ Disable Sltaests 1*+ Disable
ehers  [F]$ | T ehe7  [F]$]| T
S = A .(_ _ A
]svL 4 lsvL
v SA Leaming V| SA Leaming
|| Flood || Flood
|| Ingress Mimor || Ingress Mimor
QoS Group: !none ’EI QoS Group: !none ’EI
| |enabled | |enabled
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Access port

VLAN Eg.VLANTagEg. VLAN Tran. 1:1 VLAN Switchir | VLAN Eg.VLANTag Eg. VLAN Tran. 1:1 VLAN Switchir
@ =] [v][=] 7] @)= [ [7]
|Ports / | Protocol : ’Ports / | Protocol
Potts: |ether3 [+]4 | oK | Ports: |etherb 18| | ok |
etherd B lether? [E3E
e Els| [Crr ez [5]8| [ oo |
Protocol: | ] Protocol: | v
Service VLAN Lookup For: ‘any Hﬂ Copy Service VLAN Lookup For: }any “ v 1 Copy
Service VID: | | v | Remove Service VID: | | v | Remove
Service PCP: | v Service PCP: | v
Service DEI: | v Service DEI: | v
Customer VLAN Lookup For: [any H}_ Customer VLAN Lookup For: Eany ¥
Customer VID: |0 = Customer VID: [0 | &
Customer PCP: ‘ ] V. Customer PCP: | [ S
Customer DEI: | ‘ v Customer DEI: } ] e
New Service VID: I v New Service VID: [ | »
New Customer VID: LZ_Q '[i} A New Customer VID: |30 HE A
[ "] PCP Propagation [ PCP Propagation
[v| SA Leaming [v| SA Leaming
enabled
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Hybrid port

Ako 3ag Ethers4 n Ether8 ocBeH knmMeHTCKM yCTpoOMCTBa B
CbOTBETHATa MpeXxa MMaMe 1 yCTpoucTBa (Hanpumep
6e3xunyHu AP), kouto TpsibBa Aa y4yacTBaT B
management VLAN-a (VLAN 10), Tpabsa ga
KOHPUrypupame Te3m noptose kato Hybrid port

NG
*s* 3a LenTa KaTo AOMbJ/IHEHME KbM TEKYLLATA
KoHPurypauyms, 3a VLAN 1o:

7/
**BbB VLAN Tabaumuata Tpsabea ga ce 4oH6aBAT nopToBeTE
KaTo Ba/UAHM NOPTOBE

B Egress VLAN Tag nopTtoBeTe TpsibBa Aa ce 406aBAT KaTo
Tagged Ports

MikroTik CRS, MNetbp Aumutpos



Hybrid port

Eg.VLANTag In. VLAN Tran. Eg. VLAN Tran. 1:1 VLAN Switching MAC Based VLAN Proto

+ = v % T - o
\VLANID  / |Ports .

20 ether2, ether3, ether4, ether5, swi Ports: |etherl i T
30 ether2, etherb, ether7, ethers, sm ELI ¥

D 4095 ether17, ether18, ether19, ether2( ether2 % Apply

|switch1-cpu | @ ¥ [ Disable
ahet 3]0 Topy

ethers | %%

, Remove
L ]svL
SA Leaming
|| Flood
‘,] || Ingress Miror
4 items (1 selected) QoS Group: |none ]@

B
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Hybrid port

Eg. VLAN Tag)) in. VLAN Tran. Eg. VLAN Tran. 1:1 VLAN Switching MAC Based VLAN  Prof
Sy -} vix |7

\VLAN ID - ’Tagged Ports [l Switch Egress Tag VLAN <10> =] E3

10 etherT, ether2, switch1-cpu .
— W 20 ether2, switch1-cpu VLAN ID: 1L | oK
5 03(5) ether2, switch1-cpu Tagged Ports: {ﬂer @ a Cancel
4 1

etherz  [¥]% | Aoply
swtchiopu [¥]9 Moo
ethers  [F|$) T
ethes [ ®|$] oo

Eenabled
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VLAN Translation

3* Mo3BoAABA noamsaHa Ha Customer VLAN ID un/vau
Service VLAN ID npu npnemaHe/npeaaBaHe Ha
kKagpw (frames)

‘:‘I'Io,u,,u,bpx(a 3a4aBaHe Ha yC/I0BUSA MO MopT,
Ethernet npotokon (camo B Ingress npasuaarta),
Customer/Service VLAN ID, Drop Eligible Indicator,
Priority Code Point

*%* Beue M3n0N3BaxMe npaBuo B Ingress ¢ ycioBme No
nopt u customer-vid, 3a ga 3agagem VLAN 3a Tpadumka
c onpeaeneH BxogeH nopt n 6e3VLAN tag.
MikroTik CRS, MNetbp Aumutpos
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Protocol Based VLAN

[Mo3BosigBa 3a4aBaHe Ha VLAN B 3aBucmmMocT oT Ethernet
npoTokoa. 3a kKoHurypmpaHe Ha Protocol Based VLAN 3a
AaAeH NOpT e HeobxoaMMO:

7
*s*BbB VLAN Tabanuata B AePUHMLNATA HA CbOTBETHUTE
VLAN-1 nopTa Aa ce yKaxe KaTto Ba/ingeH nopT

%* B Protocol Based VLAN Aa ce Cb34ajaT NpaBmaa, KOUTO

\F

** 33 fageHus nopT 3agaBaT cboTBeTHUTE VLAN-UM 33 CbOTBETHUTE
MPOTOKO/N

7

**3a Trunk nopToBeTe 3a cboTBETHMTE NPOTOKOAM NpeMaxBaT VLAN

tag-a

MikroTik CRS, MNetbp Aumutpos



[Tpumep 3a Protocol Based VLAN

3* Ako xenaem 3a4 Etherg IP npoTokona ga nonaaa
BbB VLAN 20, a IPv6 npoTokona - BbBVLAN 30 ”
nmame Trunk nopt Ether2, ToBa ca HeobxoanmuTe
npaBuaa B Protocol Based VLAN:

[interface ethernet switch protocol-based-vlan

add port=ether2 protocol=ip set-customer-vid-for=all new-customer-vid=0
add port=etherg protocol=ip set-customer-vid-for=all new-customer-vid=20
add port=ether2 protocol=ipv6 set-customer-vid-for=all new-customer-vid=o
add port=etherg protocol=ipv6 set-customer-vid-for=all new-customer-vid=30
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MAC Based VLAN

[To3BonsaBa 3aaaBaHe Ha VLAN B 3aBucumoct ot MAC
aZpeca Ha U3TOYHMKaA (Src-mac). 3a KOHPUIryprpaHe Ha
MAC Based VLAN 3a gageH nopT e Heob6xoaMMO:

*3* BLe VLAN TabanuaTa B 4ePUHNLMATA HA

cboTBeTHUTE VLAN-UM nopTa ga ce yka)ke KaTo Ba/njeH
nopT

X! KOHOUIrypaumsaTa Ha nopTa Aa ce paspewmn MAC
Based VLAN Translate

*2* B MAC Based VLAN f1a ce onunuwat xenaHnte MAC
agpecu B cbotBeTHUTE VLAN-1
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MAC Based VLAN

*$* Heka KOH®Urypmpame Etherio 3a paboTac
VLAN-u 20 n 30 u MAC Based VLAN, cnepa koeTo
Aa onuwem Hakon MAC agpecu BbB VLAN-ute

/interface ethernet switch vlan set [/interface ethernet switch vlan find
vlan-id=20] ports=ether2,ether3,ethers,ethers,ether1o,switcha-cpu
/interface ethernet switch vlan set [/interface ethernet switch vlan find
vlan-id=30] ports=ether2,ether6,ethery,ether8, etherio,switchi-cpu

[/interface ethernet switch port

set etherio allow-fdb-based-vlan-translate=yes
[/interface ethernet switch mac-based-vlan

add src-mac=88:AE:1D:B7:9D:AE new-customer-vid=30
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MAC Based VLAN

IGULAD) Eg. VLAN Tag | In. VLAN Tran. | Eg. VLAN Tr | Eg. VLAN Tag In. VLAN Tran.  Eg. VLAN Tre
IE swich VAN <305 of x|
B E 1 [ox
Pots: [ether2 [ %% Cancel Pots: |ether2  [¥] Cancel
D ethe3  [F]% | Aoy | |D e!ﬁefﬁ;,b\ v | Ay
[etherd =g [ = sl
ethers  [#]® Tpepe ether7  [#]®  [hepe
T S
‘ether5 ¥ o ether8 ]L: = B
T E— 1 {— 1
l?'_w!tEhml"EPE,J,_E:I v Remove Eﬁ@lppuﬂ'—' v Remove
| EnET | | 4 ethert0 S
[]svL L SVL
v SA Leaming v SA Leaming
P | Flood P | Flood
4 | Ingress Mimror 4 .| Ingress Mirror
Z ’ QoS Group: none ]E | QoS Group: 'none ”Ej.
i ‘enabled ‘ ‘enabled
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“13 Mesh
sl IP
<" MPLS

#2 Routing

& Queues

|| Files

(=l Log

S Radius

fx"' Tools

| New Teminal
™ .cD

®4 MetaROUTER
#5 Parition

[\
[\

Trunk Port Isolation Port Leakage

MAC Based VLAN

Generic CQaress VLAND)Egress VLAN | Miroing  GoS | Queues | TPIDs  Courters

l MAC Based VLAN Translate

MAC Based Service VLAN For: [all frames

[=]

MAC Based Customer VLAN For: {all frames

[=]

Defautt Customer PCP: |0

Defautt Service PCP: |0

|| PCP Propagation For Initial PCP

|| Fiter Untagged Frame
|| Fiter Priority Tagged Frame
|_| Fitter Tagged Frame

m) B3

OK

Cancel

Apply
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MAC Based VLAN

[=]|E3

VLAN Eg.VLAN Tag In.VLAN Tran. Eg. VLAN Tran. 1:1 VLAN Switching \JMAC Based VLANA Protocol Based VLAN

ISrc. MAC Address ¢ | New Service VID I New Customer VID I v

New Switch MAC Based VLAN =] E3
ISrc. MAC Address: |88:AE:1D:B7:9D:AE I 0K

7 New Service VID: [O ] Cancel
| New Customer ViD: [30 | =

Disable

Copy

Remove
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KombuHupaHe

‘:‘I'IopT KOWTO CTe KOHPUrypupaam kato Access nau
Hybrid moxeTte ga kombuHupate c MAC Based
VLAN u/vnum Protocol Based VLAN

*%* ToBa MoXe Aa bbae nosesHo HanpuMep ako
nckaTe notTpebuTenckm KOMNITPKY 334 AALEH MOPT
Aa pabotat B eamH VLAN, @ KOHKPETHO HAKOM
YCTPOWUCTBA (HanpuMep HAKOJIKO MPUHTEpPA) A

paboTaT B gpyr(n) VLAN-u
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KombuHupaHe

‘:‘I'Ipm TeKkyLwaTa KOHPUrypaumsa ako 4obaBmm
Ether3 kaTto Baanaen nopt 3a VLAN 30 1 pa3speLlumm
MAC Based VLAN Translate 3a Ether3, Bcnukm
ycTponcTtea 3a4 Ether3 we pabotar BB VLAN 20,
camo 88:AE:1D:B7:9D:AE we paboTtu BbB VLAN 30:

/interface ethernet switch vlan set [/interface ethernet switch vlan find
vlan-id=30] ports=ether2,ether3,ether6,ethery,ether8,etherio,switchi-cpu

[interface ethernet switch port
set ether3 allow-fdb-based-vlan-translate=yes
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KombuHupaHe

(@A) Eg VIAN Tag | In. VLAN Tran. | Eg. VLAN Tre Trunk | Port lsolation  Port Leakage
k| Switch VLAN <305 = E3
@S |
o - = o Cether] | Generic Egress VLAN Miroring QoS Queues .. 0K
- ¥ A s 1
i “i‘ T Cether3 | VIWAC Based VIAN Transiate | 1 | [ Cancel
D ethes  [$]% | Apply = MAC Based Service VLAN For: [all frames I3 Aoply
— =l etherb , = P
ether7 &_E oz Disable ether MAC Based Customer VLAN For: |all frames ¥
wthers |3 A ether7
ether8 2 :
| j‘:; = o ether8 Default Customer PCP: |0 |
ethert0  [¥[$ [ etherd
e emove ether10 Defautt Service PCP: |0 |
B = | A
swtchtopu |39 et:erg || PCP Propagation For Initial PCP
ethes  |ERES ol =
;‘_I — 2z ether13 || Fiter Untagged Frame
= e 8 | Filter Priority Tagged Frame
VI SA Leaming ether15 O] Fiter Tocced F
= 7 _lrier 1a rame
|| Flood 26 items (1_ =
__| Ingress Mimor i
QoS Group: {none i%_l
‘enabled
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Quality of Service (QoS)

s
%* CRS no3Bo/1siBa NpUopmUTU3MPAHE U
orpaHmMyaBaHe Ha Tpadwmka Ha baza

S MAC aapec

“*VLAN id

NG

** MpoTokon

‘:‘Priority Code Point/Drop Eligible Indicator
“*DSCP

MikroTik CRS, MNetbp Aumutpos
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Quality of Service (QoS)

NG
** CRS no3Bo/sisiBa A0 8 onalluky Ha NopT.

oo
+" Homepa Ha onawkaTta onpeaensa npuopuTteta. l1o-
ro/isM HOMep 3HaYM MNO-BUCOK NPUOPUTET

‘:‘I’Ipm noanTuka strict-priority ce npeaaBa Tpaduk
OT ornawKkaTa C Han BUCOK NPUOPUTET AOKATO
onawikaTta octaHe npa3Ha. Cnea ToBa ce npesaBar
AAHHM OT C/ieABallLaTa No NPUOPMTET ONALLKa U T.H.
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[TpnoputnsnpaHe Ha 6asza MAC agpec

3a npnoTuTmsayma Ha 6aza MAC agpec Tpsibsa:
‘:‘,ﬂ,a ce cb3gaae QoS rpyna

*2* BbB Unicast FDB /1a ce cb3Aaje 3anuc 3a
cboTtBeTHMA MAC/nopT/VLAN v aa ce 3agage
cboTBeTHaTa QoS rpyna

NG
** [1a ce koHOUTryprpa QoS Ha CbOTBETHUA NOPT
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[proputmnampaHe Ha 6aza MAC aapec

Aa koHourypmpame CRS-a Taka, ye
88:AE:1D:B7:9D:AE 3aa Ether7 aga 6ba€e c no-Bmucok
MPUOPUTET CMPSIMO BCUYKM OCTAHA/IN:

X Cb3aaBame QoS rpyna

[/interface ethernet switch qos-group add name=groupz priority=1

< .
** Cb3paBame Unicast FDB 3anuc

/interface ethernet switch unicast-fdb

add mac-address=88:AE:1D:B7:9D:AE port=ethery qos-
group=groupi
MikroTik CRS, MNetbp Aumutpos
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[proputmnampaHe Ha 6aza MAC aapec

X KoHdurypmpame Ethery

[/interface ethernet switch port

set ethery per-queue-scheduling="strict-

oriority:o,strict-
oriority:o,strict-
oriority:o,strict-

oriority:o,strict-priority:o,strict-
oriority:o,strict-priority:o,strict-

oriority:0" priority-to-queue=0:0,1:1

gos-scheme-precedence=da-based
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omopuTmampaHe Ha 6asa MAC agpec

™= .cD

52

Shaper Ingress Port Policer QoS DSCP Map Policer QoS Map
@- v o
T.Name / IChange DEI [Change PCP \Change DSCP an‘ority [Droplv
715 Mesh New Switch QoS Group [=] E3
25 IP I
Name: |groupl OK
<’ MPLS M qos ) | }
: . ; |_| Change DEI Cancel
é b __| Change PCP
&3 System ! || Change DSCP Aeply
Copy
5] Fies DEI: |0 |
Remove
/| Log PCP: |0 |
M Radius DSCP: |0 |
2 Tools ¥ | |
A B
New Teminal I i 11 ’I
[ Drop Precedence: |green B
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mopmutmampaHe Ha 6asa MAC agpec

1 Wireless

25 Bridge

=% PPP

G switch ) |

@ =| [«|[s2] [

Multicast FDB  Reserved FDB

sl 1P §
7 MPLS )
&2 Routing [
i System '
& Queues

Files

| New Teminal
™| LCD
¥4 MetaROUTER

MAh A ..

New Switch FDB Entry

MAC Address: |88:AE:1D:B7:9D:AE | 0K
Port: lether? Hz] Cancel
VLAN ID: |0 [ ooy
Action: Iforward ”ﬂ Disable
Isolation Profile: |promiscuous |#| | Remove
Gosaow ot 7]
LlsvL
Age: |0 |

! enabled
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[IpnoputnsnpaHe Ha 6aza MAC agpec

ether10
ether1l
ether12
ether13

Generic Ingress VLAN  Egress VLAN  Mimoring (Q0S) Queves  TPIDs  Counters

Switch Port <ether7: [=] E3

OK
I QoS Scheme Precedence: {da based jl%__\ = I Cancel
|| Change DEI Apply
|| Change PCP
|| Change DSCP

'v| DSCP Based DSCP to DSCP Mapping

PCP&DEI Map Drop Precedence: {_C)-15:g_reen
PCP&DEI Map DSCP: |0-15:0
PCP&DEI Map Dei: |0-15:0

¢ O O 0 O

PCP&DEI Map PCP: |0-15:0

PCP&DEI Map Priority: |0-15:0
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[IpnoputnsnpaHe Ha 6aza MAC agpec

. Switch Port <ether7> [=] E3
s Generic  Ingress VLAN  Egress VLAN Mimoring QoS TPIDs Counters 0K
‘E Priority To Queue: |0 :iO } — Cancel
Name . W :
ether ] | 3| v Apply
ether2 | r— =1
ether3 Per Queue Scheduling: ifsmct priority |+ \ : v A
etherd strict priority [#]:[ v A
ether5 PR - e '
ether$ strict priority K28 v 4
PR =] ]
e strict prorty [#]:] v .
ether9 T = . v A
ether10 e I "'_ =
ether11 Lstrict priority ” ¥ i | } v e
ether12 = T :“, ‘
ether13 istrict priority =] e
ether14 —~ i ]
strict priority 28] v .
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OrpaHunyaBaHe Ha 6a3a MAC agpec

5

»* HanpaBeHaTa Beue KOHPUrypauus 3a4aBa
onawka Ha 6asza MAC agpec, Heobxoammo e
e INHCTBEHO Aa A06aBUM IMMUT 338 ONaLlKaTa:

[/interface ethernet switch shaper add port=ethery
rate=4M target=queue1
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OrpaHunyaBaHe Ha 6a3a MAC agpec

1 Wireless

32 Bridge Ingress Port Policer QoS Groups QoS DSC
% PPP (4) =| [« 2] |7
G Swich D) | ~ ‘
o4 New Switch Shaper =] E3 |
“ls Mesh
25 P I OK
.~ MPLS " Cancel
i [
# Routing Meter Unit: " bit " packet Apply
o System [
e Rate: |4M | | Disable
Burst: |0 1| copy
Remove
fenabled

MikroTik CRS, MeTbp AnMntpos




[TpnoputmampaHe Ha 6aza VLAN id

3a npnoTmnTM3aumsa Ha 6basa VLAN id Tpsbea:
‘:‘,ﬂ,a ce cb3gaae QoS rpyna

*%*Bbe VLAN TabauvuaTta ga ce ykaxe QoS rpyna Ha
cboTBeTHMA VLAN

NG
** [1a ce koHOUTrypnpa QoS Ha CbOTBETHUSA NOPT
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[IpnopuTtmsmpaHe Ha 6a3a VLAN id

Aa koHourypmupame CRS-a Taka, Ether2 ga nsnpauwa
C MPMOPUTET CNPAMO BCUYKM OCTaHaAM management
VLAN-a (VLAN 10):

O

** Cb3aaBame QoS rpyna

[/interface ethernet switch qos-group add name=group2 priority=2
&

*s* 3agaBame QoS rpyna Ha VLAN 10

[interface ethernet switch vlan set [/interface ethernet switch
vlan find vlan-id=10] qos-group=group2
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[IpnopuTtmsmpaHe Ha 6a3a VLAN id

X KoHdurypmpame Ether2

[interface ethernet switch port set ether2 per-queue-
scheduling="strict-priority:o,strict-priority:o,strict-
priority:o,strict-priority:o,strict-priority:o,strict-
priority:o,strict-priority:o,strict-priority:0" priority-to-
queue=0:0,1:1,2:2 qos-scheme-precedence=vlan-
based
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OrpaHunyaBaHe Ha 6a3a VLAN id

S .
%* Cowo kakTo npn MAC based shaping ce
AedPUHMPAT IMMUTU 33 CbOTBETHUTE OMNALLKM

*%* Heka 3a Ether2 Aa orpaHnynm VLAN 20 Tpadumka
Ha 20Mbps

[interface ethernet switch vlan set [/interface ethernet
switch vlan find vlan-id=10] qos-group=group1

[/interface ethernet switch shaper add port=ether2
rate=20M target=queuel
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OrpaHnyeHus Ha Tpadmka Ha NopT

< :
%* Ypes Ingress Port Policer moxe ga ce 3agage
orpaHu4yeHue 3a RX Ha noprT:

[/interface ethernet switch ingress-port-policer add
port=etheri2 meter-unit=bit rate=6oM

D
+* Ypes Shaper moxe aa ce 3a4aje orpaHMyeHue 33
TX Ha nopT:

[interface ethernet switch shaper add port=etheri2
meter-unit=bit rate=60M
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CUrypHOCT M 3auTa

oo -

»* Ingress Port Policer moxe pa ce nsnonasea 3a
Storm Control. Npumep 3a orpaHnyaBaHe Ha
broadcast, ARP, ND u HepernctpupaHn multicast

TpaduK:
[/interface ethernet switch ingress-port-policer

add port=etheri3 rate=gk meter-unit=packet packet-
types=broadcast,arp-or-nd,unregistered-multicast
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CUrypHOCT M 3auTa

oS -
+* Protocol Level Isolation moxe aa ce n3nonssa 3a

npeagna3ssaHe oT HeoTopusnpaHm DHCP cbpebpu.
[TopToBeTe TpabBa ga ca c egnH Community
npodua, KOUTO Aa 6bae KOHOUrYpUpaH 43
npegasa DHCP Tpadunk camo KbM NOPTOBE, KbAETO

ca BaanaHnte DHCP cbpBbpU:

[/interface ethernet switch port

set etheray isolation-leakage-profile-override=10

set etheri8 isolation-leakage-profile-override=10

set etherig isolation-leakage-profile-override=10

[/interface ethernet switch port-isolation

add port-profile=10 protocol-type=dhcpvy type=dst forwarding-
type=bridged ports=etheriy registration-status="" traffic-type=""
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Apyrv

5

+* CRS noaabp>ka MHOXECTBO 4pYyrn QyHKLUMK, KATO
Mirroring (Port Based, VLAN Based, MAC Based),
Trunking, QinQ, ACL u T.H.

X Bbnpekun nimncaTta Ha OCHOBHA GYHKLLMOHANHOCT
KaTo (R)STP n LACP kbM MOMeHTa 1 C/I0XKHATA
(HEMHTYUTUBHA) KOHPUrypaumsa, CRS ca moweH
MHCTPYMEHT 3a yrpaBJ/ieH/e Ha BallaTa Mpexa
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