VLAN-1 B8 RouterOS

MikroTik Net Camp 2018

TpoAaH

[leTbp AMMunTpos

\



33 MeH:

*Vme: MNeTbp AnmMmuntpos
*“*MikroTik Trainer: ot 2013 r.
*“*Ubiquiti Trainer: ot 2018 r.

¢
** NpepnaraHu obyyeHuma:

BbBeageHMe B KOMNIOTbPHUTE MpPEXKH
MTCNA, MTCWE, MTCRE, MTCTCE, MTCUME, MTCIPv6E, MTCINE

UBWS, UBWA, UBRSS, UBRSA, UEWA

VLAN-u B RouterQS, lNetbp Anmunutpos
© PSN=ET OO



Virtual LAN (802.1Q/ 802.1ad)

’:‘Virtual LAN (VLAN) no3sonsiBa mpexXoBute
YCTPOWUCTBA Aa 6baaTt pa3aeneHn B He3aBUCUMU
noarpynun, 4opu Aa ce Hamupat B egunH Layer 2
CermeHrT.

X B Ethernet xeabpa ce BMmbkBa VLAN tag, Konto
pa3nonara ¢ 12 6utos naeHtndumnkatop (VLAN-u
ot 0 no 4095) n 3 6uta 3a npeHoc Ha CoS.
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VLAN n ynpaBasemun komytatopu

®. :
“s* NopToseTe Ha switch-oBeTe, KOUTO NOAAbPMKAT

vlan-u, moraT Aa yyactBaT KbM e4Ha UM NoBeye
vlan rpynun. Bcekn nopT moxke Aa 6bae B perKUM:

7
*s*tagged — no6asAa cobcTBeHUA tag Npu NnpeaasaHe Ha
dpenm, npmema camo ppenmose c Herosms tag

NG
*s* untagged (access) — npemaxsa vlan tag-a npu

npeaasaHe Ha dpenm, npuema camo ppenmoBe bes tag

N/
“*trunk — tagged nopT B HAKOAKO vlan rpynu
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VLAN n ynpaBasemun komytatopu
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VLAN Ha nHTEPPENC HA PYTEP
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802.1Q (vlan ethertype=0x8100)

Mo3BonaBa ynoTpebaTa Ha 1 tag

802.1ad (QinQ, vlan ethertype=0x88a8)
Mo3BossABa ynoTtpebaTta Ha BNIOXKeHM tag-oBe
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VLAN Ha nHTEPPENC HA PYTEP

¢
** VLAN moxe aa 6bae nobassaH B Bridge.

7

** VLAN He e TyHenupall, NpOTOKO, HE CbAbpPXKa
OTAEe/IHM MoJieTa 3a XapAyepeH agpec Ha
U3TOYHUK M MECTOHa3HaYeHue

‘ J
*s* AKo nHTepdeicn Ha pyTepa ca fobaBeHu KaTo

noprtoBe Ha Bridge, To ToraBa cb3gasame VLAN
nHTepdencuTe Ha Bridge-a.
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VLAN Ha nHTEPPENC HA PYTEP

<
%* Lle 6bAaT cb3naneHUN HAKOAKO VLAN

nHTepdenca c pasanyHu id-ta Ha pyTep

7/
*s* Ha Tax we 6baaT BAnrHaTH pasnundHu IP agpecu

¢
** e 6baaT ocurypeHn DHCP cbpBbpY 3a BCEKM

VLAN

7/
** Taka nogrotseHata KoHbUrypauus we 6bae

M3Mnoa3BaHa 1 B cneaBalluTe AeMOHCTpaLmnm
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VLAN un switch chip Ha routerboard

NG :
** MoproseTe Ha routerboard kKbm HAKOM switch

chip-oBe noaabp*KaT paboTa ¢ vlan-u

7
** Pexxnma Ha paboTa c kagpm (frames) c vlan

tag-oBe ce yKa3Ba 3a BCEKU NOPT B MEHIOTO
/interface ethernet switch port

¢
** Tabnuuata c vlan-u ce ynpasnasa ot

meHtoTo /interface ethernet switch vlan
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VLAN un switch chip Ha routerboard

g
“*Vlan mode — npu npuemaHe Ha Kagpwu (frames)

‘ [
**disabled - He npoBepsasa vlan TabanuaTa, TpeTUpPa BCUUKKU Kaapu
(frames) Bce eaHo HAMmaAT vlan tag.

“*fallback (pexknuma no nogpasbupare) - Tpetupa kagpute (frames) c
HeonucaHu BbB vlan Tabanuata tag-ose Bce eaHo HAMAT vlan tag. Tesu,
onuncaHu B TabnunuaTta, HO NABALLM HA NOPT, KOWTO HE e OMNKUCaH, He ce
VHULLOMaBaT.

7

**check - kagpuTe (frames) c HeonucaHu BbB vlan TabaunuaTa tag-ose, ce
YHULLOXKaBaT. Te3n, onmucaHun B TabaunuaTta, HO MABALLM HA MOPT, KOWUTO
He e OMWUCaH, He ce YHULLOXaBaT.

7
*s*secure - kagpuTe (frames) c HeonucaHu BbB vlan TabauuaTa tag-ose

UNN UABaLLKX Ha NOPT, KOMTO HeE e ONMUCaH, Ce YHULLOXKaBaT.

VLAN-u B RouterQS, lNetbp Anmunutpos
10 © PSN=T 22O



VLAN un switch chip Ha routerboard
*2* Vlan-header — npu npeaasaHe Ha Kagpu (frames)

‘ e
** leave-as-is - npu npenasaHe vlan tag-a He ce npomeHs.

N¢ .
*s* always-strip - ako nma vlan tag, npu npenasaHe tag-a ce

npemaxBa

N¢ . ..
** add-if-missing - ako HAma vlan tag, npu npepasaHe ce

nobasa cobcTseHumA vlan tag Ha port-a

*2* Default VLAN ID — co6cTaen VLAN Ha nopTa
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VLAN un switch chip Ha routerboard

<
*s* Ha pytep cbce switch chip we 6baaT "noetn”

noAroTeeHuTe B npeaHata gemoHcTpauma VLAN-u:

G
*s* NopTa 3a Bpb3Ka KbM Apyrua pyTep we 6bae

KOHpUrypumpaH Kato trunk nopt

7
%* e 6baaT KOHOUrYPUMPaAHU Pa3ANYHM NOPTOBE KaTo
access noprtose 3a pas3nnmyHute VLAN-u
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VLAN un switch chip Ha routerboard

/interface bridge

add name=bridgel protocol-mode=none
/interface bridge port

add bridge=bridgel interface=ether2
add bridge=bridgel interface=ether3
add bridge=bridgel interface=ether4
add bridge=bridgel interface=ether5

/interface ethernet switch vlan

add ports=ether2,ether5 switch=switch1 vlan-id=10
add ports=ether3,ether5 switch=switch1 vlan-id=20
add ports=ether4,ether5 switch=switch1 vlan-id=30

/interface ethernet switch port

set ether2 vlan-mode=secure vlan-header=always-strip default-vlan-id=10
set ether3 vlan-mode=secure vlan-header=always-strip default-vlan-id=20
set ether4 vlan-mode=secure vlan-header=always-strip default-vlan-id=30
set ether5 vlan-mode=secure vlan-header=add-if-missing
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VLAN 1 HoBua Bridge

**BbB BcnukM Bepcum 6.41+ Ha RouterOS nma HoBa
nmnaemeHTaumsa Ha Bridge.

7
*s*Pasnonarame c aHaNoOrMYHa Ha NoAabpKaHaTa oT

switch chip-oBeTe Ha manKkute pytepu
OYHKLUMOHANHOCT No oTHoweHue Ha VLAN-ute cbe
CXOA4HA NNOTUKA Ha KOHPUTypupaHe.

&
**Bbnpeku, ye switch chip-a moxxe na pabotu c VLAN-

1, ako n3nonssarte Ta3n PpyHKUMOHANHOCT B Bridge, ¢
nsKknroyeHne Ha CRS3xx BCUYKKM OCTaHaNn pyTepu
cnupat ga non3sat Hardware Offload!
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VLAN 1 HoBua Bridge

Interface <bridge1: Bridge VLAN <10

General STP | VLAN |Status Traffic oK Bridge: |bridge1 ¥ oK
[v| VLAN Fittering ‘ Cancel VLAM IDs: |10 = Cancel
e || oo Tagged: |ethers 3|3 | Apply
i — | -
Untagged: |efherd | ¥ | W Disable
Bridge Port <etherd:
Cument Tagged: Comment
General | STP [VLAN] | Status e e
Curmrent Untagged: Copy
PVID: |10 Cancel
— Remove
Frame Types: |admit all d Apphy
Ingress Fittering |enabled
Dizable
Comment
Copy
Remaove
enabled inactive |
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16

VLAN 1 HoBua Bridge

‘:‘,Ll,a HanpaBuM OTHOBO port-based VLAN

KaTo B NpeaHaTa AeMOHCTpaLmMA, HO TO3U
NbT U3MN0A3BaNKKM camo Bridge:

/interface bridge

add fast-forward=no name=bridgel protocol-mode=none vlan-filtering=yes
/interface bridge port

add bridge=bridgel ingress-filtering=yes interface=ether2 pvid=10
add bridge=Dbridgel ingress-filtering=yes interface=ether3 pvid=20
add bridge=bridgel ingress-filtering=yes interface=ether4 pvid=30
add bridge=bridgel ingress-filtering=yes interface=ether5
/interface bridge vlan

add bridge=bridgel tagged=ether5 untagged=ether2 vlan-ids=10
add bridge=bridgel tagged=ether5 untagged=ether3 vlan-ids=20
add bridge=bridgel tagged=ether5 untagged=ether4 vlan-ids=30
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VLAN npn CRS3xx

¢
*s* Npu 3-ta cepua CRS pabotaTta ¢ VLAN-u ce
M3BbPLLBA Ype3 Bridge pyHKUMOHANHOCTTA.

¢
** AkTnBmpaHeTo Ha VLAN filtering npu CRS3xx He

nsknousa Hardware Offload

9 .
*s* MeHtoTo switch e nogo6Ho Ha ToBa nNpu

pyTepute, HO anncea pabota ¢ VLAN-u, Tam nma
CamMo cneynPuyHmnTe 3a Cyn4a HaCTPOUKM KaTo
OrpaHMYeHnA Ha CKOPOCTTa, ynpaB/aeHne Ha
broadcast n multicast u ap.
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NG

VLAN npn CRS3xx

+* Morkem aa Hanpasum port-based VLAN upe3
Bridge no cbwma HaynH. Pe3ynaTtaTa:

Bridge
Eridge Ports | yLAMs MSTIs  Port MST Owerrides  Filters MAT  Hosts MDE
e (=] e 52 T

# Interface Bridge lHa rdware Offload
{-tathar2 bridgel  fyes
t-tathard bridgal
t-tatharg bridgal
t-tathars bridgal

..|Path ... |PVID |Rcle Root Pat...
.................................................. 1 10 designated port
1 2 designated port
10 30 designated port

1 1 designated port

.
3
z

5B

IIIII

(=13

General STP VLAN | Status  Traffic ak Eridge Ports VYLAMs |r~'IS'IIs Port MST Owerrides  Filters  MA

% LAM Filtering cancal || = ||| 82 i
: |1 Apply Bridge ¢ WLAMIDs |Current Tagged |Current Untagged
O bridgel 1 bridgel, athars
B bridgel 1 atharh athar?
bridgel 20 athars athar3
Comment bridgel 30 ethers etherd
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VLAN npun CRSIxx n CRS2xx

X Mpun CRS1xx n CRS2xx pabotata ¢ VLAN-u ce
M3BbpLUBa Ype3 Switch meHtoTo.

7
** [1o Bepcua 6.40.x BKAOYMTENIHO 3@ U3MON3BAHE

Ha switch PyHKUMOHaANHOCTTa nHTEpdEenNcuTe ce
KOHOUrypupaxa ¢ master-port, ot sepcuma 6.41
nHTepdencute ce JobaBAT KAaTO NOPTOBE Ha
Bridge

N :
** OT switch meHOTO KOHPUTrYpPaLMATA € MaNKO No-
CNOX¥Ha, HO KbM MOMEHTA 1aBa M NOBEYE ONnunm

VLAN-u B RouterQS, lNetbp Anmunutpos
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20

VLAN npun CRSIxx n CRS2xx

MeHto /interface ethernet switch vlan

o )
¢ ledpnHupa VLAN-u

7
** Onpepens Kon NopToBe y4acTBaT B

nepuHmnpanmnte VLAN-u

NG
*s* 3apaBa HacTpoiku 3a cboTBeTHUTEe VLAN-1
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VLAN npun CRSIxx n CRS2xx

** MeH1o /interface ethernet switch vlan
’:‘,ﬂ,echHMpa VLAN-u

7
** Onpepnena kKou nopToBe yyacTsaT B AedUHNPAHUTE
VLAN-u#

7
** MeHio /interface ethernet switch egress-vlan-

tag

s
** Onpepensa Kom oT nopToseTe LWe paboTAT ¢ tag-HaTH

VLAN-u#

VLAN-u B RouterQS, lNetbp Anmunutpos
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VLAN npun CRSIxx n CRS2xx

** MeHio /interface ethernet switch ingress-vlan-
translation

s
** MNpaBuna 3a maHUNyanpaHe Ha BXOAALLMNA TPadUK

<
** MeHio /interface ethernet switch egress-vlan-

translation

7
** MNpaBunna 3a MaHUNyAnpPaHe Ha U3XoaAWMA TPaPUK

VLAN-u B RouterQS, lNetbp Anmunutpos
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VLAN npun CRSIxx n CRS2xx

*+* 3a na Hanpasum port based VLAN KaTo B
npeaHuTe AeMOHCTPaUuu, e e Heobxoamnmo:

7 .
** [1a cb3panem Bridge 1 na po6asmMm KaTto NnopTose B

Hero BCMYKM y4yacTBally nHTepdpencu

’:‘,ﬂa nedunHupame VLAN-u 10, 20 n 30

‘:‘,ﬂ,a yKaxem ether5 kato tagged nopt 3a Bcekn VLAN

G
** Na cv3panem 3a ether2, ether3 u ether4 npasuna 3a

BxoaAL/mn3xoaawl TpaduK, Kouto fobasaT/npemaxsaT
cboTtBeTHUTEe VLAN-u

VLAN-u B RouterQS, lNetbp Anmunutpos
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24

VLAN npun CRSIxx n CRS2xx

/interface bridge

add name=bridgel protocol-mode=none
/interface bridge port

add bridge=bridgel interface=ether2
add bridge=bridgel interface=ether3
add bridge=bridgel interface=ether4
add bridge=bridgel interface=ether5

/interface ethernet switch vlan

add ports=ether2,ether5 vlan-id=10
add ports=ether3,ether5 vlan-id=20
add ports=ether4,ether5 vlan-id=30

/interface ethernet switch egress-vlan-tag
add tagged-ports=ether5 vlan-id=10
add tagged-ports=ether5 vlan-id=20
add tagged-ports=ether5 vlan-id=30
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25

VLAN npun CRSIxx n CRS2xx

/interface ethernet switch ingress-vlan-translation
add ports=ether2 new-customer-vid=10
add ports=ether3 new-customer-vid=20
add ports=ether4 new-customer-vid=30

/interface ethernet switch egress-vlan-translation

add ports=ether2 customer-vid=10 new-customer-vid=0
add ports=ether3 customer-vid=20 new-customer-vid=0
add ports=ether4 customer-vid=30 new-customer-vid=0
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MAC based VLAN

*S* CRS1xX 1 CRS2XX noaabpXKaT onpeaensaHe
Ha VLAN Ha 6a3a MAC aapec

¢
*s* ToBa no3BonsABa Aa Hanpasum

KOHUrypauusa, npu KOATo onpeaeneHo
ycTpounucTteo "Kusee'" B onpeaeneH VLAN,
HEe3aBMCUMO Ha KOM NOPT e CBbP3aHOo

VLAN-u B RouterQS, lNetbp Anmunutpos
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MAC based VLAN

*s* OcseH ropeonucaHuTe npouecu 3a vlan* u
egress-vlan-tag, 3a paborta ¢ MAC based VLAN:

‘:‘B KOHPUrypaumnaTa Ha NOPTOBETE pa3peLleTe
MAC Based VLAN Translate

’:‘B MAC Based VLAN onunweTe xenaHute MAC
aapecu B cbotBeTHUTE VLAN-Um

*YBeperTe ce, ye VLAN-UTe, KOUTO LWe Non3BaTe, Ca
pa3pelleHn Ha BCUYKU NOPTOBE, HA KOUTO MOXe Aa ce
noAsBAaT cbotBeTHMTE MAC agpecu

VLAN-u B RouterQS, lNetbp Anmunutpos
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MAC based VLAN

7
** la HanpaBum KoHdUrypaLmsa, Mpu KOATO

XXXKEXXXX:XX: XX »kunBee BbB VLAN 10:

/interface ethernet switch vlan set
ports=ether2,ether3,ether4,ether5 [find vlan-id=10]

/interface ethernet switch port

set ether2 allow-fdb-based-vlan-translate=yes
set ether3 allow-fdb-based-vlan-translate=yes
set ether4 allow-fdb-based-vlan-translate=yes

/interface ethernet switch mac-based-vlan
add new-customer-vid=10 src-mac-address=XX:XX:XX:XX:XX:XX
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bAaArogapa 3a
BHMMaHMeTO!
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